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Computer Viruses,
Backdoors

Ransom ware

Worms

Torjan Horses

Rootkits

Keyloggers

Dialers

Spywares

Adwares

Computer Containment

Proliferation

Concealment
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Vulnerability

. Security Defects

. Insecure Design

. User Errors

. Over-privileged Users
. Over-privileged Codes
Grayware

Malware Expolits
Cross Site Cooking
Cross Site Scripting
Cross Site Tracing
Browser Hijacking
Computer Insecurity
Window Insecurity
Cyber Spying
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|dentity Theft
Industrial Espionage
Riskware
Clickjacking

Browser Expolit
Browser Insecurity
DNS Rebinding
Form Grabbing

Http Cookie

Http Header Injection
Http Response Splitting
Botnet

Zombie Computer
Malbot

Scare Ware




Out of Date
PC Software

Speecit Recoghiton
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Sphere of use

Systems

Internet

People
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Redundancy,  Sphere of protectj

Monitoring
systems

Patches and
upgrades

Proxy servers

Encryption
Backups

Access controls
Technology
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PROTECT Core

A Catalog of Cybersecurity OQufcomes

Understandable by

wWhat processes and everyone
assets need protection?

Applies to any type of risk
management

What safeguards are :
NIST available? Spans both prevention

FRAMEWORK and reaction

What techniques can 2 S
RECOVER idea sty incidesite? Defines the entire
breadth of cybersecurity

What techniques can
contain impacts of

incidents? Decomposes to pair with

detailed treatments of
What techniques can =
restore capabilities? Cybersecurlty

@ CIS Controls

@ CIS Controls

Inventory of Hardware Inventory and Control of Enterprise Assets
Inventory of Software Inventory and Control of Software Assets

Continuous Vulnerability Management Data Protection

Control of Admin Privileges ‘ Secure Configuration of Enterprise Assets and
Secure Configuration ‘ Account Management

Maintenance and Analysis of Logs ' Access Control Management

Email and Browser Protections Continuous Vulnerability Management
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s Common Criteria replaced Orange Book - obsolete
*» Data Classification :
s 1SO 27001
*» General Data Protection Regulation (GDPR)
s Payment Card Industry Data Security Standard
(PCI DSS)
¢ Health Insurance Portability and Accountability
Act (HIPAA)
*» Data Classification for NIST 800-53
* 5 Data Classification types
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Controlled Unclassified Information
Controlled

Top Secret, Secret, Confidential,
Sensitive, and Unclassified

C1: Contact information
C2: Identity data

C3: Communication data
C4: Digital information data

Content-based classification
Context-based classification
User-based classification
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Class 1 data is Institutional Data that requires the highest level of protection and

monitoring due to legal, regulatory, administrative, contractual, rule, or policy
requirements.

Class 2 data is Institutional Data classified as private due to legal, regulatory,
administrative, or contractual requirements; intellectual property or ethical

considerations; strategic or proprietary value; and/or other special governance of
such data.

Class 3 is protected confidential data, which comprises identity and financial data
that, if improperly disclosed, could be used for identity theft or to cause financial
harm to an individual or WCSU. Security at this level is very high (highest possible).

Class 4 data is Institutional Data that is intended for public use and has no access or

management restrictions. Additionally, data and systems are categorized as Class 4
when their risk factors are defined.
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Critical Infrastructure Operational Networks (CIONS) bl Sl> sls célo 1 syl U
Critical Informational Infrastructure Systems (CIIS) sleMbl ls sl calo pj cy9l b

e Critical Infrastructure
poe iy Lo oo Protection CIP
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Critical Informational Infrastructure Protection (CIIP) ls cleMbl caloy;
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Assets Management:

1T AM

U Enterprise AM
O Infrastructure AM

Asset Management Process:

Planning and Controlling the
Acquisition
Operation

Maintenance
Renewal

Relocation

Track/Trace
Disposal
of Organizational Assets

pcoopooo0 O

ST 518 5 g5y by U

sl d
sl U
S xSl Db, 4
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Inventory Management: Slosle cla Sl
O Track stock levels
Q0 Stock Movements. (L ge o e
Q  Sales 5290 pobw 35 U
O Shipping s ab ok, U
Q Inventory thimizes levels Jesl ypgye O
O Raw Materials , : 0
QO Works-In-Process 25790 Sk < -
O Maintenance, Repair and S1Es MRS 9 e pl= 2l50

Operations = MRO = MRO cllks




I M P A CT L EV E L - serious adverse effect

: o : B Staff employment applications, 8 Non-public organization’s internal
Data processed and stored by public sector organizations can be categorized i e P g

, . S _ Wl personnel files, salary, birth date, policies, contracts, reports
according to the impact on organization assets, operations, or individuals. _ _
personal contact information

B Organization's financial data, budgets

HIGH severeor catastrophic adverse effect

Health Information, including Financial account numbers

, ’ limited adverse effect

Protected Health Information (PHI)
Export controlled information

Health Insurance policy ID numbers # Job postings ® Information in the public domain

Driver's license numbers . . .
B Organlzatlon s contact information

Social Security Numbers
Passport and visa numbers

Credit card numbers
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Risk-Avoldance
| ASSUrance Assessment

Model = RA3M
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Data Recovery Capability
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Chart 1: 20% Risk Reduction In Less Than A Year
(U.S. State Department)
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Inventory of Authorized and Unauthorized Devices

PeRrimarny:
Discovery, Vulnerability Assessment

S sSEcCcCONDARY:
Network Access Control
SOLUTION = PROVIDER:
P BSA Visibility = Insightix (McAfee)
P IPSonar = Lumeta
P CCM, IP360 = nCircle
P ' Nmap — Open Source
P QualysGuard = Qualys
P Nexpose = Rapid7
P CCS, RAS = Symantec
P Nessus, Security Center = Tenable
S (Clear Pass = Aruba Networks
S Network Sentry = Bradford Networks
S Identity Services Engine (ISE) = Cisco
S CounterAct = ForeScout Technologies
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Iinventory of Authorized and Unauthorized Software

P PrRinmaRYyY:
Software Change Management, Vulnerability Management

S sEcCcOoONDARY:
Application Whitelisting
SOoOLUTION = PROWVIDER::

P Tivoli Endpoint Manager (BigFix) = IBM
P Vulnerability Management = Lumension
P System Center = Microsoft
P CCM (primary), IP360 = nCircdle
P QualysGuard Policy Compliance Module = Qualys
P Corporate Software Inspector = Secunia
P Nessus, Security Center = Tenable
P Enterprise, Log Center = Tripwire
S Parity, Bit9 FileAdvisor = Bit9
S Bouncer = CoreTrace
S SolidCore = McAfee
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secure Configurations for
Harduwware and Software on Laptops,
WWorkstations, and Servers

SOLUUTION = PROWIEDDER:
Deep Freeze — Faronics
Tivoli Endpoint Manager (BigFix) = IBEM
Vulnerability Management = Lumension
System Center, Steady State — Micosoft
CCM, IP360 — nCircd e
QualysGuard — Qualys
CSP — Symantec
Nessus, Security Center — Tenable
Enterprise — Tripwire
Configuration Manager —= VMware
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Continuous Wulnerability Assessment
and Remediation

P 2R inao v
Vulnerability Assessment

SOLUIJTION = PROWIDER:
P CORE IMPACT Pro = Core Security
P Vulnerability Management Services — Dell SecureWorks
P Retina — eEye Digital Security
P Vulnerability Management = Infogressive
P Vulnerability & Remediation Manager = McAfee
P IP360 — nCirde
P OpenVAS — Open Source
P QualysGuard (VM Module) = Qualys
P NexPose — Rapid7
P SAINT & SAINTmanager = SAINT
P CC(S = Symantec
P Nessus, Security Center = Tenable
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NMNalvwvwar-e Defensea

P == el ao = v s
Endpoint Protection Platfornms

— S E= T D P D o R W =
Applicatiom Whitelistimg
ESSCPL LI T ICIMG = FFPRCOCD™W LD E =
P vSentry — Bromiwam
P Enterprise, Security Pro — Invincea
P Adminstration Kit = Kaspersiky
P ePolicy Orchestrator — McAfee
P Forefronmnt, System Center — Microsoft
P Endoint Protection — Sophos
P SEP—Symantec
P Control Manmnager — Trend Micro
= Bit9 — Bit9
= Bounmncer — Corelrace
S SolidCore — McocAfee
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Application Softwware Security
P == i1rnva.oo—= v -
Static Application Security Testing (SAST) and
Dymamic Application Security Testing (DAST)

S L_LFTT N M

= RO Wl D= =
P Hailstorrm Enterprise — Cenzic

P Checliomarxy = Checlimarx

P Save — Coverity

P Managed Web App Firewall,
Web Application Testing — Dell SecureWorks

P Fortify 3260, Fortify onmn Demand, Weblnspect
= HP (Fortify)
P Ounce Labs Core, Appscan — IBEM
P NTO Spider — NTObjectives
P QualysGuard WAS — Qualys
P Static'Dynamic = Weracode
P Sentinel — WhiteHat
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Wireless Device Control

PePrRivViAaRY:
Wireless LAN Intrusion Prevention System (WIPS)

SOLUTION = PROVIDER:
P WiFi Analyzer = AirMagnet (Fluke)
P'WLS Manager = AirPatrol
P SpectraGuard = AirTight
P RF Protect = Aruba
P aWIPsS, CleanAir = Cisco
P AirDefense = Motorola
P CCM = nCirde
P Nessus, Security Center = Tenable




=
Data Recovery Capability

SOLUTION = PROVIDER:
AccessData FTK and PRTK = AccessData
ElcomSoft EFDD, Bitlocker, TruCrypt = Elcom
Encase Enterprise Edition = Guidance Software
Mandiant Platform = Mandiant



L= |
Security Skills Assessment and
Appropriate Training to Fill Gaps

SOLUTION = PROVIDER:
Assessment
Cyber Simulators (Netwars) and Skills Validation - SANS Institute
Cyber Skills Assessment - GIAC (SANS)
Skills Development
Dakota State University
Naval Postgraduate School
Northeastern
SANS Institute (50 Hands-on Immersion Courses)
SANS Technology Institute (STI) (Masters Degrees)
University of Tulsa
Security Awareness Training = SANS Institute
Virginia Tech



“1 00D
secure Configurations for Firewalls,
Routers, and Switches

P eEeRirviamy:
Network Policy Management (NPM)

SOLUTION = PROWVIDER:
P Firewall Analyzer & FireFlow = AlgoSec
P FirePAC = Athena Security

P SecurityManager = FireMon

P Network Advisor = Red5eal
P Network Compliance Auditor = Skybox Security
P Network Configuration Manager = Solarwinds

P Enterprise = Tripwire
P Tufin Appliance = Tufin
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Lismitation and Control of Netwvwwork Ports,

Protocols, and Services

P e invia ez v =
Discovery, Vulnerability Assessment

S S ECcCONNILED. A FER Y =
Application Firewall

ESCOIL LI T IcoOiNa —— | =3 = 3 == BV g § == § 3 — 5
P BSA Visibility — Insightix (McAfee)

P IPSonar — Lumeta
P FoundScan — McAfee
= COMM, 1P360 — nCirde
P QualysGuard — Qualys
P Nexpose — Rapid7
P CCS = Symmantec
P Nessus, Security Center — Tenable
=S 2200 — Chedkpoint
S ASA Servies and virtual ASA — CGisco
S SonicdlWall — Dell Sonicwall
= FortiGate — Fortinet
S SRX and vGW — Juniper
= PaloAlto NGFW — Palo Alto Networks




1
Controlied Use of Administrative Privileges
SOLUTION = PROWVIDER::
PowerBroker = BeyondTrust
PIM = Cyber-Ark
eDMZ = Dell
ArcSight ESM, ArcSight Identify View —= HP
Security Manager = Intellitactics (Trustwave)
System Center, Active Directory = Microsoft
CCM = nCircle
sudo = Open Source
Access Auditor = Security Compliance Corporation (5CC)
CCS = Symantec
Enterprise, Log Center = Tripwire
Xsuite = Xceedium



3 =3
Boundary Defense

| =8 — 3 — N § W PP _N§ _ O g
Firewall

S SSECcCcC oo .S FRX Y =
Intrusion Prevention System

ESSCOL LI T ICONN — FEFEECOWIEDEEFEE=:
= 2200 — Checkpoint
= ASA Series and virtual ASA — Gisco
P SonicWall — Dell Sonicwall
P FortiGate — Fortinet
P SREX and vGW — Juniper
= PaloAlto NGFW — Palo Alto Networks

S Firewall Management, Managed NGFW, Managed 1DS/IPS,
Managed UTM, Security Monitoring — Dell SecureWorks

= XPS — Fidelis
S Fireeye Malware Protection System — FireEye

S TippingPoint — HP

S Network IPS — IBEM (ISS)

S Stealth'Watch — Lancope

S Network Security Platformm — MccAfee
Smnmnort — Open Source
=S Firepower — Sourcefire
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Maintenance, Monitoring, and Analysis of Audit Logs

Peasimimiamy:
Security Information and Event Managemnt (SIEM)

SOLUTION = PROVIDER:
P OSSIM = AlienVault
P Correlog Enterprise Server — Correlog
P Security Monitoring, Log Management = Dell SecureWorks
P ArcSight ESM, Logger —= HP (ArcSight)
P Q1 =IBM
P Event Correlation = Infogressive
P StealthWatch — Lancope
P Open Log Management — Loglogic
P SIEM 2.0 = LogRhythm
P Snare — Open Source
P Event Data Warehouse — SenSage
P Enterprise = Splunk
P Log Correlation Engine = Tenable
P Security Information Management = TriGeo
P Log Center = Tripwire



u B =
Controlled Access Based on Need to Know

P PrRimMmaRY:
Enterprise Access Management

SOLUTION = PROWVIDER::

P IAM = Aveska

P AAS = Courion

P HyTrust = HyTrust
P IAG=IBM
P Active Directory = Microsoft
P ldentity Analytics = Oracle
P ldentity I1Q = Sailpoint
P Access Auditor = Security Compliance Corporation (5CC)
P Enterprise, Log Center = Tripwire
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Account Monitoring and GControl

SOLUTION = PROWVIDER:
Privileged ldentity Management Suite = Cyber-Ark
Log Management = Dell SecureWorks
HyTrust = HyTrust
Security Manager = Intellitactics (Trustwave)
AD Reports = MaxPowerSoft
System Center = Microsoft
QualysGuard PC = Qualys
Enterprise Security Reporter = Quest
Enterprise, Log Center = Tripwire



“1 =7
Data Loss Prevention

SOL U TION = PROWIDE R :
DLP Software Blade — Checkpoint
TrueDLP — Code Green
XPS = Fidelis
FortiGate — Fortinet
McAfee DLP = M cAfee
Tablus DLP = RSA
DLP — Symantec
DLP = Trend Micro
Digital Guardian = Verdasys
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Incident Response and Management

SOLUTION = PROVIDER:
FTK with Cerebrus = AccessData
CarBonBlack = CarbonBlack
UFED = Cellebrite
Correlog Enterprise Server = Correlog
CyberSponse = CyberSponse

Essential Series, Incident Response Services, Security Monitoring
= Dell SecureWorks

F-Response Enterprise = F-Response
EnCase Cybersecurity = Guidance Software
Incident Response & Forensics = Infogressive
StealthWatch = Lancope
Mandiant Intelligent Response (MIR) = Mandiant



B =
Secure Network Engineering

SOLUTION = PROWIDER::
Firewall Analyzer & FireFlow = AlgoSec
FirePAC = Athena Security
CloudPassage = CloudPassage
SecurityManager = FireMon
Network Design Experts = Infogressive
StealthWatch = Lancope
Network Advisor = RedSeal
Network Compliance Auditor = Skybox Security
Network Configuration Manager = Solarwinds
Enterprise — Tripwire
Tufin Appliance = Tufin



==
Penetration Testing and Red Team Exercises

SOLUTION = PROVIDER:
CORE IMPACT Pro = Core Security

Penetration Testing, Incident Response Capabilities Testing = Dell
SecureWorks

Immunity CANVAS = Immunity CANVAS
Penetration Testing = Infogressive

Metasploit Free and Pro = Rapid7
SAINT = SAINT

MySecurityScanner = Secure Ideas
Armitage / Cobalt Strike = Strategic Cyber LLC
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TRENDS

By Country

Vendors per Country

Count(Vendor)

W e Mg Wy Ny, Vg, %b“‘?je’ ‘ff:%" +%‘;‘¥h"o q,&;?v
>

Country

3

sy

ocunt
USA 827
Israel 228
UK 76
Canada 49
India 41
Germany 33
France 25
Australia 15
Sweden 12
Ireland 10
Switzerland =]

““ -2
P %’e%’%b .. -
% >

Source: www.ith-research.com (& ™) IT-Harvest
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Stage
Step 1: Prepare
Step 2: Categorize Information Systems
Step 3: Select Security Controls
Step 4: Implement Security Controls
Step 5: Assess Security Controls
Step 6: Authorize Information System
Step 7: Monitor Security Controls

by y ST B

9l U g2yl
NISTCSF_ CERT Résilience Management Model (CERT-RMM)
Framework Cyber Resilience Review (CRR) - 10 Areas
*6 0

CSF Areas: w : WP P A
a  Identify é ,
g [P)rotect P55 5 olulin

etect = ol . O
0 Respond I 9 = ey
O Recover Olwebl 5 cuest O

NIST SP800-160, Vol. 2.18

L Swls g (5 Caw! Co o
Common Vulnerability Scoring System (CVSS)
Common Weakness Scoring System (CWSS)
Caveats:

«  Conditions (RMF) M) Cu po 99%)‘-?
LS *  Limitations ;
< +  Caution e
Sy o e CVDD_etaHs.Com il trols
K - cve.mitre.org )
9 b (g3 cuml Copde NVD.NIST.Gov % Medium - 177 controls

Sl Cople
Sy gl

First.org/cvss/calculator/3.0 +» Higgss-¥88 cqntrols
Tools.Cisco.Com &
- 00

Cyber Resilience Review (CRR)
CRR, consisting of 299 questions

Asset Management

Controls Management

Configuration and Change Management
Vulnerability Management

Incident Management

Service Continuity Management

Risk Management

External Dependencies Management
Training and Awareness

Situational Awareness

OOo0o0o00o000D

NIST SPECIAL
PUBLICATION 1800-5

.l.:‘r" {_EC:L-,J}.L--‘:!;




NIST Cybersecurity Framework

IDENTIFY

PROTECT

Asset management Awareness control

Awareness and
Business training
environment

Data security

Governance

Info protection and
procedures

Risk assessment
Maintenance

Risk management
strategy

Protective
technology

DETECT

Anomolies and
events

Security
continuous
monitoring

Detection process

RESPOND g RECOVER

Response Planning

Communications

Analysis

Mitigation

Improvements

Recover planning

Improvements

Communications

) % R



NIST Cuinl 052, Jgu

Category
Fumnction Umigue Category
Identiffer
ID AM Asset Management
ID BE Business Environment
Idennufy IDGWV Governance
IDRA Risk Assessment
IDEM Risk Management Strategy
PR AC Access Contol
PR AT Awareness and Training
Prstact PR.DS Data Securnity
PR IP Information Protection Processes and Procedures
PR MA Maintenance
PR PT Protective Technology
DE. AE Anomalies and Events
Detect DE CM Securnty Continuous Monitoring
DE DP Detection Processes
RS RP Response Planning
RS CO Communications
Respond BRS. AN Amnalysis
RS MI Mitigation
RS IN Improvements
RCRP Recovery Planning
Recover RC IN Improvements
RC.CO Communications
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Function p— Managemeﬁategory Sl o ,be NIST (6ombe coidl Csmils 0 b o Lol aladl
Business Environment et 9 oSy eldidlone (aseis (olulis
Governance
Risk Assessment Lo gadinws-

Risk Management Strategy o o .

Supply Chain Risk Management® a5 wed Gyl I pasin asgee gl ol pldl iy 5l S5 e
Identity Management, Authentication and 5 cdadbne gl aY Cleladl Jls jebay DS Oygo Sl oy
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Information Protection Processes &
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Function

Category

1D

Subcategory

Informative References

ID.BE-1: The organization’s role in the
supply chain is identified and
communicated

COBIT 5 APO08.01, APO0S.04,
AP008.05, AP010.03, AP010.04,
AP010.05

ISO/IEC 27001:2013 A.15.1.1, A.15.1.2,
A.15.1.3,A.15.2.1, A.15.2.2

NIST SP 800-53 Rev. 4 CP-2, SA-12

ID.BE-2: The organization’s place in
critical infrastructure and its industry
sector is identified and communicated

COBIT 5 APO02.06, APO03.01
ISO/IEC 27001:2013 Clause 4.1
NIST SP 800-53 Rev. 4 PM-8

Detect

ID.BE-3: Priorities for organizational
mission, objectives, and activities are
established and communicated

COBIT 5 APO02.01, APO02.06,
APO03.01

ISA 62443-2-1:20094.2.2.1,4.2.3.6
NIST SP 800-53 Rev. 4 PM-11, 5A-14

ID.BE-4: Dependencies and critical
functions for delivery of critical
services are established

COBIT 5 AP0O10.01, BAI04.02, BAID9.02
ISO/IEC 27001:2013A.11.2.2, A.11.2.3,
A.12.1.3

NIST SP 800-53 Rev. 4 CP-8, PE-9, PE-
11, PM-8, SA-14

Asset Management ID.AM
Business Environment ID.BE
Governance ID.GV
Risk Assessment ID.RA
Risk Management Strategy |ID.RM
Supply Chain Risk ID.SC
Management

Identity Management and

Access Control R
Awareness and Training PR.AT
Data Security PR.DS
Information Protection PR.IP
Processes & Procedures '
Maintenance PR.MA
Protective Technology PR.PT
Anomalies and Events DE.AE
Seculntv‘f:ontmuuus DE.CM
Monitoring

Detection Processes DE.DP
Response Planning RS.RP
Communications RS.CO
Analysis RS.AN
Mitigation RS.MI
Improvements RS.IM
Recovery Planning RC.RP
Improvements RC.IM
Communications RC.CO

ID.BE-5: Resilience requirements to
support delivery of critical services are
established for all operating states
(e.g. under duress/attack, during
recovery, normal operations)

COBIT 5 DS504.02

ISO/IEC 27001:2013 A.11.1.4, A.17.1.1,
A.17.1.2, A17.2.1

NIST SP 800-53 Rev. 4 CP-2, CP-11, SA-
14

=
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@ ASSET MANAGEMENT (ID.AM)
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Asset Management (ID.AM):
O The data

Personnel

Devices

Systems

Facilities

That enable the organization to achieve business
purposes are identified and managed consistent
with their relative importance to business
objectives and the organization’s risk strategy.

O 000




@ ASSET MANAGEMENT (ID.AM) ;%

Asset Management
(ID.AM): The data,
personnel, devices,
systems, and facilities
that enable the
organization to achieve
business purposes are
identified and managed
consistent with their
relative importance to
organizational
objectives and the
organization’s risk
strategy.

ID.AM-1: Physical devices and systems within the organization are
Inventoried

ID.AM-2: Software platforms and applications within the
organization are inventoried

ID.AM-3: Organizational communication and data flows are
mapped

ID.AM-4: External information systems are catalogued

ID.AM-5: Resources (e.g., hardware, devices, data, time, personnel,
and software) are prioritized based on their classification, criticality,
and business value

ID.AM-6: Cybersecurity roles and responsibilities for the entire
workforce and third-party stakeholders (e.g., suppliers, customers,
partners) are established




PR .
e FB Ll

ASSET MANAGEMENT (I1D.AM)

CISCSC 2

COBIT 5 BAI09.01, BAI09.02, BAI09.05

ISA 62443-2-1:2009 4.2.3.4

ISA 62443-3-3:2013 SR 7.8

ISO/IEC 27001:2013 A.8.1.1, A.8.1.2, A.125.1

NIST SP 800-53 Rev. 4 CM-8, PM-5

CISCSC 12

COBIT 5 DSS05.02

ISA 62443-2-1:2009 4.2.3.4

ISO/IEC 27001:2013 A.13.2.1, A.13.2.2

NIST SP 800-53 Rev. 4 AC-4, CA-3, CA-9, PL-8

CISCSC 12

COBIT 5 AP0O02.02, APO10.04, DSS01.02

ISO/IEC 27001:2013 A.11.2.6

NIST SP 800-53 Rev. 4 AC-20, SA-9

CISCSC 13,14

COBIT 5 AP0O03.03, APO03.04, APO12.01, BAI04.02, BAI09.02

ISA 62443-2-1:2009 4.2.3.6

ISO/IEC 27001:2013 A.8.2.1

NIST SP 800-53 Rev. 4 CP-2, RA-2, SA-14, SC-6

CISCSC 17,19

COBIT 5 AP0O01.02, APO07.06, APO13.01, DSS06.03

ISA 62443-2-1:2009 4.3.2.3.3

ISO/IEC 27001:2013 A.6.1.1

NIST SP 800-53 Rev. 4 CP-2, PS-7, PM-11

_l.:‘r" ,{_Ef:L-.J:;L-K:!;




ID.AM-1: Physical devices and systems within the organization are
inventoried

CM-8, PM-5

Asset Management (ID.AM): The data, personnel,

CM-8, PM-5

ID.AM-2: Software platforms and applications within-the organization
are inventoried

deViCES, Systems, and facilities that enable the Organization 1D.AM-3: Organizational communication and data flows are mapped

IAC-4, CA-3, CA-9, PL-8

to achieve business purposes are identified and managed |'DAAM-4: External information systems are catalogued

IAC-20, SA-9

consistent with their relative importance to business ID.AM-5: Resources (e.g., hardware, devices, data, and software) are

CP-2, RA-2, SA-14, SC-6,

bi . d th . ion’s risk prioritized based on their classification, criticality, and business value
o JeCtheS and the Organlzatlon § 118 Strategy : ID.AM-6: Cybersecurity roles and responsibilities for the entire

\workforce and third-party stakeholders (e.g., suppliers, customers,
partners) are established

CP-2, PS-7, PM-11

ID.BE-1: The organization’s role in the supply chain is identified and

Business Environment (ID.BE): The organization’s
mission, objectives, stakeholders, and activities are

understood and prioritized; this information is used to BE . :
activities are established and communicated

" CP-2, SA-12
communicated
ID.BE-2: The organization’s place in critical infrastructure and its
. .S . y PM-8
industry sector is identified and communicated
ID.BE-3: Priorities for organizational mission, objectives, and PM-11, SA-14

inform Cybersecurity roles, rESponSib"itiesy and riSk |ID.BE-4: Dependencies and critical functions for delivery of critical
management decisions. services are established

CP-8, PE-9, PE-11, PM-8, SA-14

ID.BE-5: Resilience requirements to support delivery of critical
services are established

CP-2, CP-11, SA-13, SA-14

|ID.GV-1: Organizational information security policy is established

-1 controls from all families

Governance (ID.GV): The policies, procedures, and
| DENT' FY (l D) ( ) p . p . . , ID.GV-2: Information security roles & responsibilities are coordinated
processes to manage and monitor the organization's and aligned with internal roles and external partners

PM-1, PM-2, PS-7

regulatory, Iegal, risk, environmental, and operational ID.GV-3: Legal and regulatory requirements regarding cybersecurity,
including privacy and civil liberties obligations, are understood and

requirements are understood and inform the management of |\ ;naged

-1 controls from all families (except PM-1)

Cybersecurity risk. ID.GV-4: Governance and risk management processes address
cybersecurity risks

PM-3, PM-7, PM-9, PM-10, PM-11, SA-2

|ID.RA-1: Asset vulnerabilities are identified and documented

CA-2, CA-7, CA-8, RA-3, RA-5, SA-5, SA-11, SI-2, SI-4, SI-5

D.RA-2: Threat and vulnerability information is received from
|nformat|on sharing forums and sources

Risk Assessment (ID.RA): The organization understands

PM-15, PM-16, SI-5

ID.RM-3: The organization’s determination of risk tolerance is
informed by its role in critical infrastructure and sector specific risk
analysis

established and used to support operational risk decisions.

the cybersecurity risk to organizational operations o RAS: Threats, both nternal and external, are dentified and RA-3, 515, PM-12, PM-16
(InCIUdmg mission, fUﬂCtIOﬂS, Imager or repUtatlon)l |ID.RA-4: Potential business impacts and likelihoods are identified RA-2, RA-3, PM-9, PM-11, SA-14
Organlzatlonal assetS, and individuals. ID.RA-5: Threats, vulnerabilities, likelihoods, and impacts are used to RA2 RA-3 PM-16
determine risk e e
|ID4RA-6: Risk responses are identified and prioritized PM-4, PM-9
ID.RM-1: Risk ma}nagement processes are established, managed, and bM-9
Risk Management Strategy (ID.RM): The organization’s [9réed (0 by organizational stakeholders _ s
. . . . ID.RM-2: Organizational risk tolerance is determined and clearly bM-9 11
priorities; constraints, risk tolerances, and assumptions are |expressed n
O

PM-8, PM-9, PM-11, SA-14

) ) W



ID.AM-1: s cad lojls (4950 (o8 sl pis 5 bn oS3

CM-8, PM-5

ID.AM-2: .sitn Cuwd lojls 593 (52,008 sloaol e 6133l 5 slop ity

CM-8, PM-5

Asset Management (ID.AM): 5 b g b olKiws ¢ Jiw  dlo 033

ID.AM-3: 8l o ()l 4 o3> sl by g (Slojlo bl

AC-4, CA-3,CA-9, PL-8

Cuadl b Bllas b Cund (gl Blaal 4 il o B lojls a7 SUIK

ID.AM-4: sl oss (2 Cavypd ()1 SleMbl lo pin

IAC-20, SA-9

o Capde g ool Glojle Sy 3Tl 5 oyl Slaal gl Wl s
g
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CP-2, RA-2, SA-14, SC-6,

ID.AM-6: oliisd 5 )8 5958 S sl ombos il slo st 5 o (285
ol 05 3l (515 ¢yl yidio ¢ BaiiS” ol (Jlio lgis ) el ases

CP-2, PS-7, PM-11

ID.BE-1: 355 (oo ¢l 5 (ololid (el 0265 5 plojls 5

CP-2, SA-12

Business Environment (ID.BE): culé g ol cblanl wy jgole

ID.BE-2: Ml 5 ololiss (] o i 5 Sl (sl o 53 il ol
Pss o

PM-8

sy e (elyy eI gl sl 05 ety Caglsl 5 005 s lojles glo

ID.BE-3: &My s Slojlor slacllad g Cilunl o ygalo sl byl
b0

PM-11, SA-14
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CP-8, PE-9, PE-11, PM-8, SA-14

ID.BE-5: cuul 015 syl il closs 1)) 31 Sty (sl (s s Sllasil Ll

CP-2, CP-11, SA-13, SA-14

ID.GV-1: ool 013 slogg] lejls SledMb ol oo L

-1 controls from all families

IDENTIFY (ID) _
Governance (ID.GV): cjls g copto sbaaig])d 5 baayg, da inlas:

ID.GV-2: 5,8 5 B slo i b leMbl cotel (slb codgione g o i
s e 5 Sinlon 25

PM-1, PM-2, PS-7

5 00d Sy plojl Sl 5 armacunj Sy (596 o FHlas Sl
A8 o gllas |y (g yml ool Sy e

ID.GV-3: > Sl dlox Jlesymbo cuiel 330 3 ()llss 5 S8 Lol
P9 o8 Capde 9 S e sl ]l 5 pogat

-1 controls from all families (except PM-1)

ID.GV-4: ooy 1y sl el Sl Sy Copdo g JyaSs slaris] 3
S

PM-3, PM-7, PM-9, PM-10, PM-11, SA-2

ID.RA-L: 355 o silosiis 5 cabolid b5 slo 6y ]

CA-2, CA-7, CA-8, RA-3, RA-5, SA-5, SA-11, SI-2, SI-4,

SI-5

Risk Assessment (ID.RA): clles lp (smlo cual s olojle

ID.RA-2: 5,8 Shsl 4 gl gl ezl 5 sy ol 5 sgs ledol
Do oo Cly CleMbl

PM-15, PM-16, SI-5
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ID.RA-3: 5l 015 situe 3 ol (3,5 25 5 (5D & bygg

RA-3, SI-5, PM-12, PM-16
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Access Control (PR.AC): Access to assets and associated facilities
is limited to authorized users, processes, or devices, and to
authorized activities and transactions.

IPR.AC-1: Identities and credentials are managed for authorized devices and users

IAC-2, AC-7, AC-8, AC-9, IA-1,1A-2, IA-3,1A-4, IA-5, IA-6, IA-T, IA-8, IA-9, IA- ]
10, 1A-11, SC-17

PR.AC-2: Physical access to assets is managed and protected

PE-2, PE-3, PE-4, PE-5, PE-6, PE-8, PE-9

PR.AC-3: Remote access is managed

IAC-17, AC-19, AC-20, PE-17, SC-15

IPR.AC-4: Access permissions are managed, incorporating the principles of least

JAC-2;AC-3, AC-5, AC-6, AC-10, AC-11, AC-12, AC-14, AC-16, AC-24, SC-2, SC-
3, SC-4

rivilege and separation of duties
IPR.AC-5: Network integrity is protected, incorporating network segregation where
propriate

duties and responsibilities consistent with related policies,
procedures, and agreements.

IAC-4, SC-7
i . : : s PR.AT-1: All users are informed and trained |AT-2, PM-13
AWareness and Tralnlng (PRAT) The organlzatlon S personnel PR.AT-2: PrivLillegred us;rs L:nderstand rr:les&resgonsibilities |AT-3, PM-13
and partners are provided cybersecurity awareness education and are|PR.AT-3: Third-party stakeholders (e.g., suppliers, customers, partners) understand bS.7 SA9, SA-16
- P . . roles & responsibilities ' "
adequately tralned to pel’form thelr |nf0rmat|0n SeCUrIty-related [PR.AT-4: Senior executives understand roles & responsibilities |AT-3,PM-13

IPR.AT-5: Physical and information security personnel understand roles &
responsibilities

IAT-3, IR-2, PM-13

Data Security (PR.DS): Information and records (data) are
managed consistent with the organization’s risk strategy to protect
the confidentiality, integrity, and availability of information.

PR.DS-1: Data-at-rest is protected

MP-8, SC-12, SC-28

PR.DS-2: Data-in-transit is protected

ISC-8, SC-11, SC-12

IPR.DS-3: Assets are formally managed throughout removal, transfers, and disposition

ICM-8, MP-6, PE-16

PR.DS-4: Adequate capacity to ensure availability is maintained

IAU-4, CP-2, SC-5

PR.DS-5: Protections against data leaks are implemented

IAC-4, AC-5, AC-6, PE-19, PS-3, PS-6, SC-7, SC-8, SC-13, SC-31, SI-4

IPR.DS-6: Integrity checking mechanisms are used to verify software, firmware, and
linformation integrif

SC-16, SI-7

IPR.DS-7: The development and testing environment(s) are separate from the
roduction environment

PROTECT (PR)

Information Protection Processes and Procedures (PR.IP):
Security policies (that address purpose, scope, roles, responsibilities,
management commitment, and coordination among organizational
entities), processes, and procedures are maintained and used to
manage protection of information systems and assets.

CM-2

PR.IP-1: A baseline configuration of information technology/industrial control
tems is created and maintained

ICM-2, CM-3, CM-4, CM-5, CM-6, CM-7, CM-9, SA-10

PR.1P-2: A System Development Life Cycle to manage systems is implemented

PL-8, SA-3, SA-4, SA-8, SA-10, SA-11, SA-12, SA-15, SA-17, SI-12, SI-13, SI-14,

[s1-16, S1-17
PR.1P-3: Configuration change control processes are in place ICM-3, CM-4, SA-10
PR.IP-4: Backups of information are conducted, maintained, and tested periodically |CP-4, CP-6, CP-9

IPR.1P-5: Policy and regulations regarding the physical operating environment for
lorganizational assets are met

PE-10, PE-12, PE-13, PE-14, PE-15, PE-18

PR.1P-6: Data is destroyed according to policy

MP-6

[PR.1P-7: Protection processes are continuously improved

ICA-2, CA-7, CP-2, IR-8, PL-2, PM-6

IPR.1P-8: Effectiveness of protection technologies is shared with appropriate parties

IAC-21, CA-7,SI-4

PR.1P-9: Response plans (Incident Response and Business Continuity) and recovery
plans (Incident Recovery and Disaster Recovery) are in place and managed

(CP-2, CP-7, CP-12, CP-13, IR-7, IR-8, IR-9, PE-17

PR.1P-10: Response and recovery plans are tested

ICP-4, IR-3, PM-14

PR.1P-11: Cybersecurity is included in human resources practices (e.g.,

|deprovisioning, personnel screening)

PS-1, PS-2, PS-3, PS-4, PS-5, PS-6, PS-7, PS-8, SA-21

PR.1P-12: A vulnerability management plan is developed and implemented

RA-3, RA-5, SI-2

Maintenance (PR.MA): Maintenance and repairs of industrial
control and information system components is performed consistent
with policies and procedures.

PR.MA-1: 1ce and repair of or
la timely manner, with approved and controlled tools

assets is performed and logged in|

MA-2, MA-3, MA-5, MA-6

IPR.MA-2: Remote maintenance of organizational assets is approved, logged, and
performed in a manner that prevents unauthorized access

MA-4

Protective Technology (PR.PT): Technical security solutions are
managed to ensure the security and resilience of systems and assets,
consistent with related policies, procedures, and agreements.

PR.PT-1: Audit/log records are determined, documented, implemented, and reviewed

AU Family

lin accordance with poli
PR.PT-2: Removable media is protected and its use restricted according to policy

MP-2, MP-3, MP-4, MP-5, MP-7, MP-8

IPR.PT-3: Access to systems and assets is controlled, incorporating the principle of
least functionalit

AC-3, CM-7

IPR.PT-4: Communications and control networks are protected

IAC-4, AC-17, AC-18, CP-8, SC-7, SC-19, SC-20, SC-21, SC-22, SC-23, SC-24, SC-
25, SC-29, SC-32, SC-36, SC-37, SC-38, SC-39, SC-40, SC-41, SC-43
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PROTECT (PR)
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DETECT (DE)

Anomalies and Events (DE.AE): Anomalous
activity is detected in a timely manner and the
potential impact of events is understood.

DE.AE-1: A baseline of network operations and
expected data flows for users and systems is
established and managed

AC-4, CA-3,CM-2, Sl-4

DE.AE-2: Detected events are analyzed to
understand attack targets and methods

AU-6, CA-7, IR-4, SI-4

DE.AE-3: Event data are aggregated and correlated
from multiple sources and sensors

AU-6, CA-7, IR-4, IR-5, IR-8, SI-4

DE.AE-4: Impact of events is determined

CP-2, IR-4, RA-3, Sl -4

DE.AE-5: Incident alert thresholds are established

IR-4, IR-5, IR-8

Security Continuous Monitoring (DE.CM): The
information system and assets are monitored at
discrete intervals to identify cybersecurity events
and verify the effectiveness of protective measures.

DE.CM-1: The network is monitored to detect
potential cybersecurity events

AC-2, AU-12, CA-7, CM-3, SC-5, SC-7, SI-4

DE.CM-2: The physical environment is monitored
to detect potential cybersecurity events

CA-7, PE-3, PE-6, PE-20

DE.CM-3: Personnel activity is monitored to
detect potential cybersecurity events

AC-2, AU-12, AU-13, CA-7, CM-10, CM-11

DE.CM-4: Malicious code is detected

SI-3, SI-8

DE.CM-5: Unauthorized mobile code is detected

SC-18, SI-4. SC-44

DE.CM-6: External service provider activity is
monitored to detect potential cybersecurity events

CA-7, PS-7, SA-4, SA-9, SI-4

DE.CM-7: Monitoring for unauthorized personnel,
connections, devices, and software is performed

AU-12, CA-7, CM-3, CM-8, PE-3, PE-6, PE-20,
Sl-4

DE.CM-8: Vulnerability scans are performed

RA-5

Detection Processes (DE.DP): Detection processes
and procedures are maintained and tested to ensure
timely and adequate awareness of anomalous
events.

DE.DP-1: Roles and responsibilities for detection
are well defined to ensure accountability

CA-2, CA-7,PM-14

DE.DP-2: Detection activities comply with all
applicable requirements

AC-25, CA-2, CA-7, PM-14, SA-18, SI-4

DE.DP-3: Detection processes are tested

CA-2, CA-7, PE-3, PM-14, SI-3, SI-4

DE.DP-4: Event detection information is
communicated to appropriate parties

AU-6, CA-2, CA-7, RA-5,SI-4

DE.DP-5: Detection processes are continuously

improved

CA-2, CA-7, PL-2, RA-5, SI-4, PM-14

[EN




DETECT (DE)

Anomalies and Events (DE.AE):
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Response Planning (RS.RP): Response processes

and procedures are executed and maintained, to
ensure timely response to detected cybersecurity
events.

RS.RP-1: Response plan is executed during
or after an event

CP-2, CP-10, IR-4, IR-8

Communications (RS.CO): Response activities are

coordinated with internal and external stakeholders,

as appropriate, to include external support from law
enforcement agencies.

RS.CO-1: Personnel know their roles and
order of operations when a response is needed

CP-2,CP-3,IR-3, IR-8

RS.CO-2: Events are reported consistent with
established criteria

AU-6, IR-6, IR-8

RS.CO-3: Information is shared consistent
with response plans

CA-2, CA-7, CP-2, IR-4, IR-8, PE-6, RA-5,
Sl-4

RS.CO-4: Coordination with stakeholders

broader cybersecurity situational awareness

- . CP-2,IR-4, IR-8
occurs consistent with response plans
RS.CO-5: Voluntary information sharing
occurs with external stakeholders to achieve |PM-15, SI-5

RESPOND (RS)

Analysis (RS.AN): Analysis is conducted to ensure
adequate response and support recovery activities.

RS.AN-1: Notifications from detection
systems are investigated

AU-6, CA-7, IR-4, IR-5, PE-6, SI-4

RS.AN-2: The impact of the incident is
understood

CP-2,IR-4

RS.AN-3: Forensics are performed

AU-7, IR-4

RS.AN-4: Incidents are categorized consistent
with response plans

CP-2, IR-4, IR-5, IR-8

Mitigation (RS.MI): Activities are performed to
prevent expansion of an event, mitigate its effects,
and eradicate the incident.

RS.MI-1: Incidents are contained

IR-4

RS.MI-2: Incidents are mitigated

IR-4

RS.MI-3: Newly identified vulnerabilities are
mitigated or documented as accepted risks

CA-7, RA-3, RA-5

Improvements (RS.IM): Organizational response
activities are improved by incorporating lessons
learned from current and previous
detection/response activities.

RS.IM-1: Response plans incorporate lessons
learned

CP-2,IR-4, IR-8

RS.IM-2: Response strategies are updated

CP-2,IR-4, IR-8
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RECOVER (RC)

Recovery Planning (RC.RP): Recovery pr nd pr r . .
ecovery Fia 9 C .) ecovery p _ocesses and p_ ocedures RC.RP-1: Recovery plan is executed during
are executed and maintained to ensure timely restoration of or after an event CP-10, IR-4, IR-8
systems or assets affected by cybersecurity events.
Improvements (RC.IM): Recovery planning and processes are ::g:s.olrll\gl-li;riggovery plans incorporate CP-2, IR-4, IR-8
improved by incorporating lessons learned into future activities. 1o~ Recovery strategies are updated |CP-2, IR-4, IR-8
RC.CO-1: Public relations are managed
Communications (RC.CO): Restoration activities are coordinated RC.CO-2: Reputation after an event is
with internal and external parties, such as coordinating centers, |repaired
Internet Service Providers, owners of attacking systems, victims, |RC.CO-3: Recovery activities are
other CSIRTS, and vendors. communicated to internal stakeholders and  |CP-2, IR-4
executive and management teams
r"
’4
1§
1 I
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l@l ASSET ENROLLMENT

oot Ay
Enroliment:
Manual activities performed by IT staff such as assigning and
tagging the asset with a serial number and barcode
CLoading a baseline IT image

JAssigning the asset to an owner

JRecording the serial number and other attributes into a
database.

The attributes might also include primary location, hardware
model, baseline IT image, and owner.
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NIST SPECIAL PUBLICATION 1800-5

Reference Architecture Description ITAM refers to a set of policies and
procedures that an organization uses to track, audit, and monitor the
state of its IT assets, and maintain system configurations.

Assets:

< computing device, information technology (IT) system, IT network, IT
circuit, software (both an installed instance and a physical mstance)
virtual computing platform (common in cloud and virtualized computing),
and related hardware (e.g., locks, cabinets, keyboards)” .

The cybersecurity value of ITAM is derived from some key aspects of the
Risk Management Framework and the NIST Framework for Improving
Critical Infrastructure Cybersecurity:

% selection and application of baseline security controls
% continuous monitoring and reporting of asset status to a data store
% implementation of anomaly detection mechanisms
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Control of IT Assets
License Compliance
Cost Savings
Inventory Accuracy

Financial Management of IT

Improvement of Configuration
nManagement

Cost Avoidance
Operational Efficiency
Risk Reduction

Reuse of Softwans

Financial Analysis of IT
Sourcing Options

Financial Liability
Budget Deviation

Stewardship of Cost
Benefit Analysis
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ITAM Reference Functionality, shows how data flows through
the ITAM system.

O Tier 3is composed of enterprise assets themselves. Tier 3 is
made up of all of the assets being tracked including
hardware, software, and virtual machines.

O Tier 2 includes the sensors and independent systems that
feed data into the enterprise ITAM system. Tier 2 systems
Include passive and active collection sensor and agents.

O Tier 1is the enterprise ITAM system that provides the
aggregation of data from all Tier 2 systems into business and
security intelligence
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Figure 5-2 ITAM Reference Functionality
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ITAM Reference Functionality, shows how data flows through
the ITAM system.

O Tier 3is composed of enterprise assets themselves. Tier 3 is
made up of all of the assets being tracked including
hardware, software, and virtual machines.

O Tier 2 includes the sensors and independent systems that
feed data into the enterprise ITAM system. Tier 2 systems
Include passive and active collection sensor and agents.

O Tier 1is the enterprise ITAM system that provides the
aggregation of data from all Tier 2 systems into business and
security intelligence




@ ITAM REFERENCE ARCHITECTURE 23

oSt Akl
ITAM Reference Functionality

1. Data Collection is the capability to enumerate and report the unique software and
system configuration of each asset and transfer that information to the Data
Storage capability.

2. Data Storage is the capability that receives data from the data collection capability,
re-formats as needed, and stores the data in a storage system.

3. Data Analytics is the capability that performs analytic functions on the data made
available by the Data Storage capability.

4.  Corporate Governance and Policies are all of the rules that are placed upon the IT
assets. These rules can include the network/web sites that employees can visit,
what software can be installed, and what network services are allowed.

5.  Configuration Management Systems enforce Corporate Governance and Policies
through actions such as applying software patches and updates, removing
blacklisted software, and automatically updating configurations.

6. Reporting and Visualizations is the capability that generates human-readable
grapfgi_clz_al and numerical tables of information provided by the Data Analytics
capability.
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Figure 5-15 ITAM Data Flow
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The ITAM solution deploys sensors throughout the enterprise
that collect data from, or about, enterprise assets.

The sensors can be installed on the assets, collecting data
about installed software, or they can be remote devices that
monitor and scan the network, reporting on vulnerabilities,
anomalies, and intrusions.

These sensors forward collected data to middle tier services
that are responsible for storing, formatting, filtering, and
forwarding the data to the analysis engine.

Further analysis of the data is performed on the analysis engine
and involves running select queries to retrieve defined data
using a visualization tool also installed on the analysis engine.
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[ Cuidl p o s (Security monitoring) ]—\

Jlab aiis (Active detection)




Ul el mbla-(Malware protection)

W)

ar’ e . Q_Ml ,_u_';leLbl sle cewloo(Information and security
/,:‘)l%&}ﬁ;ut/b policies)

olelbl el s de e 2sbe (The formal information security management
program)

e s 3 s g J_us (Identity and access control)

ehie ShiseT 5 siiel Sl @5 Siesls (Security teams’ competence and regular
training)

el GLSLS _alET JtuseT (Security staff awareness training)

N385 5., (Encryption)

e 3 50 0d cozel(Physical and environmental security)

Aoy cu sae (Patch management)

Slblil g asin oocel (Network and communications
security)

e ol ol (SYSTEMS
security)

2l o pae (ASSET MANAZEINENT) i

el Bz S s e ae (SUPPly chain risk management)
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@lg> 4 4S5 < s (INcident response management)
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management)
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management)

S5 g lellbl ¢ 135 1,221 4, (Information sharing and collaboration)
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S 3 ot o 2ol 4oli 9 (A comprehensive risk management
program)

yomes S34g8 H3g 3 (The continual improvement
process)

o pofe glanT 42 g sl (Governance structure and
processes)

8 pho Camadt Zlauw 3 o5 ylio g Wgai (Board—level commitment and
involvement)

{ 218 o gl (Internal audit)

o ) o jLis! [ aolbls¥ jaae (External certification/
validation)
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Risk management strategy Goals
= Organizational level = Anticipate
» Mission/business process level = Withstand
= System level = Recover
= Adapt
Objectives Techniques
» Understand * Constrain * Deception * Unpredictability
* Prevent/avoid * Reconstitute * Diversity * Realignment
= Prepare * Transform * Redundancy = Coordinated protection
» Continue * Re-architect * Segmentation . _ .
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Preventive, Detective, Reactive,
Controls
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r.Controls Management Forensic
Penetration Testing
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. Plan of Actions and Milestones (POA&M)

. Configuration and Change Management

a. Threat Management

7. Vulnerability Management

v.Incident Management (Incident Response & Reporting)
A.Service Continuity Management (Continuous Monitoring)
4. Risk Management & Reporting

1.. External Dependency Management

11. Training and Awareness

1¥. Contingency Planning

1*. Contractor Systems

1¥. Security Capital Planning

16. Situational Awareness
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improve employee

keep software and application up to
date

tighten password security
review access permissiom

arrenge a penetration test

Organizational Robustness improve configuration of system and
e T L device

Cybersecurity Robustness

conduct proactive network and

endpoint monitoring

assess physical security controls

put in place an incident response
plan

achieve cyber essential certification

ICS security(IDS/IPS)
Access control (Firewall Policy)
Technical Robustness

ICS product Diversity

ICS Risk mitigation strategies
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- Detectability - the inability to avoid being aurally
and visually detected as well as detected by an —_
observer.

- Susceptibility - the inability to avoid being hit (by
a weapon).

- Vulnerability - the inability to withstand the hit —

- Recowverability - longer-term post-hit
effects, damage control, and firefighting,
capability restoration, or (in extremis) escape
and evacuation.

Adaptive Response — - Resilience

Analytic Monitoring —
Coordinated Protection —

Deception —
Goal Oriented Attacks

Diwversity —{
Dynamic Positioning —

; ; Prepare/ldentify. Protect, Detect
Dynamic Representation —

— Technique —
MNon-Persistence —

Information Security

ilege Restriction —]
Realignment —]

Redundancy —j Business Continuity

Protection gl

Segmentation —j
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Substantiated Integrity —| Organization Resiliency

Unpredictability —

Survivability
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Zero Thrust

Threat Intelligence

Threat Hunting
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Common Vulnerability Scoring System (CVSS) “ Predictive Sloslw 49,0 Olagags

Common Weakness Scoring System (CWSS) Forensic @ Resistive

Caveats: CyberSec Assessment & Adaptive CyberSec Insider Threat

- Conditions CyberSec Evaluation % Method: ASRR (Attack Surface Reduction

. Limitations ASVS 1.4 Hszgr?gate = il g Rules) Qinitial Insider Threats Metrics

«  Caution + Evall.7 ardening — (sjls gl Security Target (ST . .

CVDDetails.Com Pen Test —Black/White/Gray Immunity - s gpes O Organitzationgl S(ecjrity Policies (OSP) Qinsider Threats Metrics

cve.mitre.org Internal/External Strengthening - .z a0 Security Objectives OMisusecases

NVD.NIST.Gov +  CyberSec Exercises Mitigation Techniques Protection Profiles (PPs)

First.org/cvss/calculator/3.0 +  CyberSec Drills U Enterprise Target of Evaluation (TOE) QAbucases

Tools.Cisco.Com Continuous Monitoring 0 Mobile

a Ics

h@nsghdxgwi ooke CA LS

Common Platform Enumeration (CPE) ol bl e . "
Common Configuration Enumeration (CCE) ol (1)) yon 9t Sty Cu pide Doyl
Security Content Automation Protocol (SCAP) Audits - Internal/ External .(M)

Mitigation Techniques

*  Asset Idenuﬂs:anon . Enterprise Controls
*  Asset Reporting Format (ARF) «  Mobile O Low - 131 controls
« Common Configuration Enumeration (CCE) . ICcS O Medium - 177
+  Common Platform Enumeration (CPE) Mitigation a a?nrt]rczllsgg controls
Applicability © Policy 9
Language . Plan
Dictionary . Programme

Name Matching

Naming
Open Vulnerability Assessment Language (OVAL)
Open Checklist Interactive Language (OCIL)
Trust Model for Security Automation Data (TMSAD)
Extensible Configuration Checklist Description Format (XCCDF)
Software Identification (SWID)
Software Assurance Metrics and Tool Evaluation (SAMATE)

. Process
*  Operation
Continuous Monitoring

ASRR (Attack Surface Reduction Rules)
Block abuse of exploited vulnerable signed drivers
Block Adobe Reader from creating child processes
Block all Office applications from creating child processes
Block credential stealing from the Windows local security authority
subsystem (Isass.exe)
Block executable content from email client and webmail
Block executable files from running unless they meet a prevalence,
age, or trusted list criterion
Block execution of potentially obfuscated scripts
Block JavaScript or VBScript from launching downloaded executable
content
Block Office applications from creating executable content
Block Office applications from injecting code into other processes
Block Office communication application from creating child processes
Block persistence through WMI event subscription
* File and folder exclusions not supported.
Block process creations originating from PSExec and WMI commands
Block untrusted and unsigned processes that run from USB
Block Win32 API calls from Office macros
Use advanced protection against ransomware
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Federal Risk and Authorization Management
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. High-level - 421.
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O 42 Evasion Techniques Adversarial Tactics, Techniques & Common Knowledge (ATT&CK)

Red Teaming
Offensive CheatSheets
Drills

Common Attack Pattern Enumeration and Classification (CAPEC)
Cyber Observable eXpression (CybOX™)
Malware Attribute Enumeration and Characterization (MAEC™)

QO Enterprise Event Management Automation Protocol (EMAP)
Q Mobile Open Vulnerability Assessment Language (OVAL®)
a Ics Incident Object Description and Exchange Format (IODEF)
smloglpe > O IETF Managed Incident Lightweight Exchange (MILE)
rbodge o U Making Security Measurable (MSM)
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Attack Surface (AS)

Deter
Attack Tactic (ATa)
Detect
Asesee(;S Defense Models Attack Technique (ATe)
O Based on Deter/Detect O Passive Attack Procedure (ATp) ‘
O sp-ebas O ReActive +  Attack CPM (ATi)
Delay Q Active Attack Modeled
Deception O  ProActive +  STRIDE/DREAD
Dirty Tricks O PreEmptive Attacked Asset (AdA)
Defeat O PreEmptive ProActive Attacked Service (AdS)
Deny Q Offensive Attack Operation (AO)
O PreEmptive ProActive Offensive *  Covert
*  Overt
Indigenous Defense Models - Deceptive
*  Cheaty il al gj Jss |
QO Adaptive *  Fraud -
O Adaptive Predictive ) .
O Adaptive Resistive +  Dirty Tricks
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https://marketplace.fedramp.gov/

@ THREAT MODELING
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Threat modeling is a procedure for optimizing network
security by identifying objectives and vulnerabilities, and
then defining countermeasures to prevent, or mitigate the
effects of, threats to the system.
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STRIDE is a threat classification model developed by Microsoft
for thinking about computer security threats.2 It provides
a mnemonic for security threats in six categories:

The threat categories are:
Spoofing of user identity
Tampering

Repudiation

Information disclosure (privacy breach or data leak)
Denial of service (D.o.S)

Elevation of privilege

\vy



https://en.wikipedia.org/wiki/Computer_security
https://en.wikipedia.org/wiki/Threat_(computer)
https://en.wikipedia.org/wiki/STRIDE_(security)
https://en.wikipedia.org/wiki/STRIDE_(security)
https://en.wikipedia.org/wiki/STRIDE_(security)
https://en.wikipedia.org/wiki/Mnemonic
https://en.wikipedia.org/wiki/Spoofing_attack
https://en.wikipedia.org/wiki/Data_security
https://en.wikipedia.org/wiki/Non-repudiation
https://en.wikipedia.org/wiki/Data_privacy
https://en.wikipedia.org/wiki/Data_leak
https://en.wikipedia.org/wiki/Denial-of-service_attack
https://en.wikipedia.org/wiki/Privilege_escalation
https://en.wikipedia.org/wiki/Privilege_escalation
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DREAD is part of a system for risk-assessing

previously used at Microsoft and currently used by
OpenStack and many other corporationsl I, It provides
a for risk rating security threats using five categories.

The categories are:

Damage - how bad would an attack be?

Reproducibility - how easy is it to reproduce the attack?
Exploitability - how much work is it to launch the attack?
Affected users - how many people will be impacted?
Discoverability - how easy is it to discover the threat?

\Y¥


https://en.wikipedia.org/wiki/Computer_security
https://en.wikipedia.org/wiki/Computer_security
https://en.wikipedia.org/wiki/Threat_(computer)
https://en.wikipedia.org/wiki/Wikipedia:Citation_needed
https://en.wikipedia.org/wiki/Mnemonic
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Microsoft Threat Modeling Tool 2016 is a tool that helps in
finding threats in the design phase of software projects. It's
available as a free download from the Microsoft Download

Center.

When you start a web application design, it is essential to apply
threat modeling; otherwise you will squander resources, time,
and money on useless controls that fail to focus on the real
threats. There are multiple approaches to threat modeling, as
listed below:

«  Software centric threat modeling

«  Security centric threat modeling

« Asset or risk centric threat modeling

V4
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* ~ Attack Vector (AV)
. * * L 4
) u u“ ' APT (Advanced Persistent Threat)
* I3 Advanced Evasion Technique (AET) - 42

3985 il Abuse Elevation Control Mechanism (4)

/)?j/‘y:a’.ﬁ;c/ub IoC (Indicator of Cosn‘:p‘;:mise) Access Token Manipulation (5) -"‘f’{-ff:‘-'ﬂ-"‘!:":!/'

CIA Mechanisms of Attack BITS Jobs

Unusual Outbound Network Traffic Categories gwkljd ImagE on _Host

Anomalies in Privileged User Account ebugger Evasion

Activity. ... Engage in Deceptive Interactions - (156) Deobfuscate/Decode Files or Information

Geographical Irregularities Abuse Existing Functionality - (210) Deploy Container

Other Login Red Flags Manipulate Data Structures - (255) Direct Volume Access

Swells in Database Read Volume Manipulate System Resources - (262) Domain Policy Modification (2)

HTML Response Sizes Inject Unexpected Items - (152) Execution Guardrails (1) )

Large Numbers of Requests for the Same Employ Probabilistic Techniques - (223) Exploitation for Defense Evasion

File. ... Manipulate Timing and State - (172) File and Directory Permissions Modification (2)

Mismatched Port-application Traffic Collect and Analyze Information - (118) ————@ U Hide Artifacts (10)

Hijack Execution Flow (12)

Impair Defenses (9)

Indicator Removal on Host (6)

Indirect Command Execution
Masquerading (7)

Modify Authentication Process (5)
Modify Cloud Compute Infrastructure (4)
Modify Registry

Modify System Image (2)

Subvert Access Control - (225)

oo 4331 Network Boundary Bridging (1)
— Obfuscated Files or Information (6)

oA (Indicator of Attack) Plist File Modification
pLp _ - Pre-0S Boot (5)
Internal hosts with bad destinations Process Injection (12)
Internal hosts with non-standard ports Common Attack Pattern Enumeration Reflective Code Loading
Public Servers/DMZ to Internal hosts e " ™ R D in Controll
Off-hour Malware Detection and Classification (CAPEC™) ogue bomain Lontraller

Rootkit

Subvert Trust Controls (6)

System Binary Proxy Execution (13)
System Script Proxy Execution (1)
Template Injection

Traffic Signaling (1)

Trusted Developer Utilities Proxy Execution (1)
Unused/Unsupported Cloud Regions
Use Alternate Authentication Material (4)
Valid Accounts (4)
Virtualization/Sandbox Evasion (3)
Weaken Encryption (2)

XSL Script Processing

Network scans by internal hosts

Multiple alarm events from a single host

The system is reinfected with malware

Multiple Login from different regions

Internal hosts use much SMTP

Internal hosts many queries to External/Internal
DNS

Well-Known Attack Patterns

HTTP Response Splitting (CAPEC-34)
Session Fixation (CAPEC-61)

Cross Site Request Forgery (CAPEC-62)
SQL Injection (CAPEC-66)

Cross-Site Scripting (CAPEC-63)

Buffer Overflow (CAPEC-100)
Clickjacking (CAPEC-103)

Relative Path Traversal (CAPEC-139)

fooooodoodoodoododoocdoodoooooooooooopooopDoo
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Advanced persistent threats (APT)

Advanced Evasion Techniques (AETSs)

Threat Info - OSINT, STIX, TAXII

Threat Intelligence

Threat Hunting

Threat Intelligence Information Malware Five Stages

Threat Intelligence Feeds o Entry

Insider threats o  Traffic distribution
o Exploit
o Infection
o  Execution

. Malware In Malware Vectors
Ao AL In (Malicious) Email Attachments 0 Characteristics
In (Malicious) Links Sent in Emails O Classification

Attack Strategy (AS) In Traffic Redirects O Malware Attributes
Attack Policy (APo In Software Downloads < Capabilities
Attack Planning (API) In Online Ads <+ Subcapabilities
Attack Programme (APr) On (Infected) Websites < Behaviors
Attack Diligence (AD) In Torrent Downloads <+ Behavior Instances
Attack Tactic Diligence (ATad) o Meta-info file <+ Obfuscation Methods
Attack Technique Diligence (ATed) o Metadata < Attributes
Attack Procedure Diligence (ATpd) O In Documents. O The Malware Behavior Catalog (MBC)
Attack Operation Diligence (AOd) Q Bot
Attack Report (AR) 0 DDoS
Attack Information Intelligence (All) Q SPAM
Attack Intelligence (Al) O Financial fraud

O Data theft

O Extortion
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Data loss. Q  Risk Management processes and Recovery 1y oo Syl Artor Jlaisl g 0o ol 1 1 ol s
Cyberattacks. procedures to prevent interruptions to Contingency o )

Malware and viruses.

Network & internet disruptions. u

Hardware/software failure.

Service Outages u

Fire.
Natural disasters.
Severe weather.

Business Continuity Plan
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mission-critical services

How to Operate During Unplanned
Event Disruption

Organization’s System of Procedures
To Restore Critical Business
Functions in the Event of an
Unplanned Disasters

Metrics:

Recovery Time

Objective (RTO)
Recovery Point
Objective (RPO)
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BCP Phases
- , Attack Intend (Al
Business Continuity Proactive NIST's 7-Ste o
Q Prevent, Respond and Contingency Planning 4 Reconnaissance Atta bl e
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