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 .دانش بنیان بایذ کردبه سمت اقتصاد حرکت عادلانه و حل مشکل فقر برای پیشرفت 

 رسیذیم که بایذ روی پای خودمان بایستیمننتیجه ما در جنگ به ایه 

ایستادگی، عذم تسلیم و وابستگی، حفظ استقلال »انتخاب ملت ایران در مقابل جبهه استکبار 
 .است» کشور و تقویت درونی نظام و 

3 



Security Content Automation Protocol (SCAP) 



 Asset Identification 
 Asset Reporting Format (ARF) 
 Common Configuration Enumeration (CCE) 
 Common Platform Enumeration (CPE) 

 Applicability  
 Language 
 Dictionary 
 Name Matching 
 Naming 

 Open Vulnerability Assessment Language (OVAL) 
 Open Checklist Interactive Language (OCIL) 
 Trust Model for Security Automation Data (TMSAD) 
 Extensible Configuration Checklist Description Format (XCCDF) 
 Software Identification (SWID) 
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https://csrc.nist.gov/Projects/Security-Content-Automation-Protocol/Specifications/swid


 Common Platform Enumeration (CPE) is a standardized method of describing and identifying 
classes of applications, operating systems, and hardware devices present among an enterprise's 
computing assets. CPE does not identify unique instantiations of products on systems, such as 
the installation of XYZ Visualizer Enterprise Suite 4.2.3 with serial number Q472B987P113. Rather, 
CPE identifies abstract classes of products, such as XYZ Visualizer Enterprise Suite 4.2.3, XYZ 
Visualizer Enterprise Suite (all versions), or XYZ Visualizer (all variations). 

 IT management tools can collect information about installed products, identifying these products 
using their CPE names, and then use this standardized information to help make fully or partially 
automated decisions regarding the assets. For example, identifying the presence of XYZ 
Visualizer Enterprise Suite could trigger a vulnerability management tool to check the system for 
known vulnerabilities in the software, and also trigger a configuration management tool to verify 
that the software is configured securely in accordance with the organization's policies. This 
example illustrates how CPE names can be used as a standardized source of information for 
enforcing and verifying IT management policies across tools. 

 The current version of CPE is 2.3. CPE 2.3 is defined through a set of specifications in a stack-
based model, where capabilities are based on simpler, more narrowly defined elements that are 
specified lower in the stack. This design opens opportunities for innovation, as novel capabilities 
can be defined by combining only the needed elements, and the impacts of change can be better 
compartmentalized and managed. 

 This graphic shows the current CPE 2.3 stack, with the most fundamental layer (Naming) at the 
bottom. Each higher layer builds on top of the layers below it. 
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Naming The Naming specification defines the logical structure of Well-formed Names (WFNs), 
URI bindings, and formatted string bindings, and the procedures for converting WFNs to 
and from the bindings. 

Name Matching The Name Matching specification defines the procedures for comparing WFNs to each 
other so as to determine whether they refer to some or all of the same products. 

Dictionary The Dictionary specification defines the concept of a CPE dictionary, which is a 
repository of CPE names and metadata, with each name identifying a single class of IT 
product. The Dictionary specification defines processes for using the dictionary, such as 
how to search for a particular CPE name or look for dictionary entries that belong to a 
broader product class. Also, the Dictionary specification outlines all the rules that 
dictionary maintainers must follow when creating new dictionary entries and updating 
existing entries. 

Applicability 
Language 

The Applicability Language specification defines a standardized structure for forming 
complex logical expressions out of WFNs. These expressions, also known as applicability 
statements, are used to tag checklists, policies, guidance, and other documents with 
information about the product(s) to which the documents apply. For example, a security 
checklist for Mozilla Firefox 3.6 running on Microsoft Windows Vista could be tagged 
with a single applicability statement that ensures only systems with both Mozilla Firefox 
3.6 and Microsoft Windows Vista will have the security checklist applied. 
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  CPE Version 2.3 was released by the U.S. National Institute of 
Standards and Technology (NIST) in August 2011. CPE v2.3 is 
also included in Version 1.2 of NIST’s Security Content 
Automation Protocol (SCAP) standard. CPE v2.3 supersedes 
CPE v2.2, which was released in March 2009. (NOTE: NIST 
continues to provide support for a CPE v2.2-conformant 
Dictionary.) 
CPE Version 2.3 departs significantly from past CPE practice by 
breaking the CPE standard into a suite of separate 
specifications organized in a stack: Naming, Name Matching, 
Dictionary, and Language. Naming is the foundation of the 
stack, with each specification building on those that precede it. 
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http://csrc.nist.gov/
http://csrc.nist.gov/
http://scap.nist.gov/
http://scap.nist.gov/


 The CPE 2.3 Naming Specification defines standardized methods 
for assigning names to IT product classes. An example is the 
following name representing Microsoft Internet Explorer 8.0.6001 
Beta: 
 wfn:[part="a",vendor="microsoft",product="internet_explorer", 

version="8\.0\.6001",update="beta"] 
 This method of naming is known as a well-formed CPE name 

(WFN). It is an abstract logical construction. The CPE Naming 
Specification defines procedures for binding WFNs to machine-
readable encodings, as well as unbinding those encodings back to 
WFNs. One of the bindings, called a Uniform Resource Identifier 
(URI) binding, is included in CPE 2.3 for backward compatibility 
with CPE 2.2 (see the CPE Archive). The URI binding 
representation of the WFN above is: 
 cpe:/a:microsoft:internet_explorer:8.0.6001:beta 
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http://www.ietf.org/rfc/rfc2396.txt
http://www.ietf.org/rfc/rfc2396.txt
https://cpe.mitre.org/cpe/archive/


 The Official CPE Dictionary published and maintained by NIST contains 
an authoritative enumeration of CPE names in the URI binding 
representation. 

 The second binding defined in CPE 2.3 is called a formatted string 
binding. It has a somewhat different syntax than the URI binding, and it 
also supports additional product attributes. With the formatted string 
binding, the WFN above can be represented by the following: 
 cpe:2.3:a:microsoft:internet_explorer:8.0.6001:beta:*:*:*:*:*:* 

 The WFN concept and the bindings defined by the CPE Naming 
specification are the fundamental building blocks at the core of all CPE 
functionality. 

 CPE 2.3 Naming Specification Document and CPE Reference 
Implementation 

 Go to the Downloads section below to download the entire CPE 2.3 
Naming Specification document, NIST IR 7695. Also available is zip file of 
MITRE’s CPE Reference Implementation of the procedures specified in 
NIST IR-7695 for binding and unbinding WFNs. 
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http://nvd.nist.gov/cpe.cfm
https://cpe.mitre.org/specification/


 The CPE 2.3 Name Matching Specification defines a method for conducting a 
one-to-one comparison of a source CPE name to a target CPE name. By logically 
comparing CPE names as sets of values, CPE Name Matching methods can 
determine if common set relations hold. For example, CPE Name Matching can 
determine if the source and target names are equal, if one of the names is a 
subset of the other, or if the names are disjoint. 

 One example of the value of CPE Name Matching is in determining if a particular 
product is installed on a system. Suppose that an organization is identifying 
which of its systems have any variation of Microsoft Internet Explorer 8 installed. 
This could be represented with the following well-formed CPE name (WFN): 
 wfn:[part="a",vendor="microsoft",product="internet_explorer", 

version="8\.*",update=ANY,edition=ANY,language=ANY] 
 An asset management tool could collect information on the software installed on 

a system and compare its Internet Explorer installation characteristics to the 
WFN above. Suppose that the WFN for a particular installed instance of Internet 
Explorer was reported as: 
 wfn:[part="a",vendor="microsoft",product="internet_explorer", 

version="8\.0\.6001",update=NA,edition=NA,language="en\-us"] 
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 Using these two example WFNs, CPE Name Matching methods perform a 
pairwise comparison of attribute values in the first (source) WFN to those in the 
second (target) WFN, yielding a list of the set relations between each pair of 
attributes (e.g., equal, superset). This list of comparison results is then assessed, 
leading to a determination that the first WFN represents a superset of the second 
WFN. This can be interpreted to mean that the system being examined does 
indeed have a variation of Microsoft Internet Explorer 8 installed. 

 Although this may seem like a trivial example, CPE Name Matching is a powerful 
and flexible way of performing product comparisons in a standardized, 
automated manner. CPE Name Matching is also used by other CPE specifications 
to conduct more complex tasks, such as searching for product names in CPE 
dictionaries and performing complex comparisons of sets of product versions-for 
example, determining if a system is running a particular operating system 
version, running two particular applications, and not running a third particular 
application. 

 CPE 2.3 Name Matching Specification 
 Go to the Downloads section below to download the entire CPE 2.3 Naming 

Matching Specification document, NIST IR-7696. 
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https://cpe.mitre.org/specification/


 The CPE 2.3 Dictionary Specification defines a standardized method for creating 
and managing CPE dictionaries. A dictionary is a repository of CPE names and 
metadata associated with the names. Each CPE name in the dictionary identifies 
a single class of IT product in the world. The word "class" here signifies that the 
object identified is not a physical instantiation of a product on a system, but 
rather the abstract model of that product. Although organizations may use a CPE 
name to represent either a single product class or a set of multiple product 
classes, a CPE dictionary stores only bound forms of well-formed CPE names 
(WFNs) that identify a single product class, not a set of product classes. These 
single product-class WFNs in bound form are referred to as identifier names. An 
example of a WFN and its bound forms is shown below. 
 WFN:wfn:[part="o",vendor="microsoft",product="windows_vista",version="6\.0", 

update="sp1",edition=NA,language=NA,sw_edition="home_premium", 
target_sw=NA,target_hw="x64",other=NA]WFN bound to a 
URI:cpe:/o:microsoft:windows_vista:6.0:sp1:~-~home_premium~-~x64~-WFN bound to a 
formatted string:cpe:2.3:o:microsoft:windows_vista:6.0:sp1:-:-:home_premium:-:x64:-
Official CPE Dictionary 

 NIST hosts the Official CPE Dictionary, which is the authoritative repository of 
identifier names. The authoritative nature of the Official CPE Dictionary allows 
organizations to search for and find identifier names in one centralized place 
without worrying about dealing with conflicts between federated dictionaries. 
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http://nvd.nist.gov/cpe.cfm


 Dictionary allows organizations to search for and find identifier names in one centralized place 
without worrying about dealing with conflicts between federated dictionaries. 

 Other CPE Dictionaries 
 Organizations may create their own extended CPE dictionaries, which are used to store identifier 

names not present in the Official CPE Dictionary. There are several reasons why extended 
dictionaries are needed. For example, an organization may have to create identifier names for 
proprietary products that are only useful within that organization, such as internally developed 
software not found outside the organization. Another possible reason is that an IT company may 
want to use identifiers for their unreleased products that do not yet have official identifier names; 
once the identifier names have stabilized, the company would submit them to the Official CPE 
Dictionary. 

 Adding New CPE Identifiers to the Dictionary 
 An organization may discover new products in use that do not yet have official identifiers; the 

organization could create identifiers, add them to its own extended dictionary, submit them for 
inclusion in the Official CPE Dictionary, and use them internally while waiting for their addition to 
the Official CPE Dictionary. 

 See the CPE Dictionary page on this website for an overview of the submission process. 
 CPE 2.3 Dictionary Specification 
 Go to the Downloads section below to download the entire CPE 2.3 Dictionary Specification 

document, NIST IR-7698. 
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 The CPE 2.3 Applicability Language Specification defines a 
standardized way to describe IT platforms by forming complex 
logical expressions out of individual CPE names and references to 
checks. For example, one could use the CPE 2.3 Applicability 
Language to combine the CPE name for an operating system (such 
as Microsoft Windows XP), the CPE name for an application 
running on that operating system (such as Microsoft Office 2007), 
and a reference to a check for a particular value of a certain 
configuration setting (such as the wireless network card being 
enabled in the operating system). These logical expressions are 
called applicability statements, because they are used to designate 
which platforms particular guidance, policies, etc. apply to. 
Applicability statements can be used by tools to determine 
whether a target system is an instance of a particular platform. 
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 The CPE names used by the CPE 2.3 Applicability Language 
specification are bound forms of well-formed CPE names (WFNs), 
which are the abstract logical constructions for CPE names. The 
basic building block of the CPE 2.3 Applicability Language 
Specification is referred to as the logical test. This is a logical 
conjunction (AND) or disjunction (OR) of one or more CPE names 
and/or references to checks. Individual logical tests can also be 
negated (inverted). Nested logical tests allow the user to express a 
platform as any logical combination of individual CPE names 
and/or references to checks. 

 Note that previous versions of CPE referred to the Applicability 
Language Specification as simply the Language specification. 

 CPE 2.3 Applicability Language Specification 
 Go to the Downloads section below to download the entire CPE 

2.3 Applicability Language Specification document, NIST IR-7697. 
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 The CPE 2.3 Applicability Language Specification defines a 
standardized way to describe IT platforms by forming complex 
logical expressions out of individual CPE names and references to 
checks. For example, one could use the CPE 2.3 Applicability 
Language to combine the CPE name for an operating system (such 
as Microsoft Windows XP), the CPE name for an application 
running on that operating system (such as Microsoft Office 2007), 
and a reference to a check for a particular value of a certain 
configuration setting (such as the wireless network card being 
enabled in the operating system). These logical expressions are 
called applicability statements, because they are used to designate 
which platforms particular guidance, policies, etc. apply to. 
Applicability statements can be used by tools to determine 
whether a target system is an instance of a particular platform. 
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 The CPE names used by the CPE 2.3 Applicability 
Language specification are bound forms of well-
formed CPE names (WFNs), which are the abstract 
logical constructions for CPE names. The basic 
building block of the CPE 2.3 Applicability Language 
Specification is referred to as the logical test. This is a 
logical conjunction (AND) or disjunction (OR) of one or 
more CPE names and/or references to checks. 
Individual logical tests can also be negated (inverted). 
Nested logical tests allow the user to express a 
platform as any logical combination of individual CPE 
names and/or references to checks. 
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The following CPE 2.3 Specifications are available to view 
or download from NIST’s Computer Security Resource 
Center: 
 NIST IR 7695 — Common Platform Enumeration: 

Naming Specification Version 2.3 (PDF, 1,047 KB) 
 NIST IR 7696 — Common Platform Enumeration: 

Name Matching Specification Version 2.3 (PDF, 1,100 
KB) 

 NIST IR 7697 — Common Platform Enumeration: 
Dictionary Specification Version 2.3 (PDF, 896 KB) 

 NIST IR 7698 — Common Platform Enumeration: 
Applicability Language Specification Version 2.3 (PDF, 
898 KB) 
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MITRE has created a reference implementation 
of the CPE Naming and Matching algorithms, as 
described in NIST IRs 7695 and 7696. Note that 
the ZIP file below contains a readme.txt file that 
explains how to build and run the application. 
 CPE Reference Implementation (ZIP, 97 KB) 
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The CPE Dictionary is the official collection of CPE Names. Its purposes are 
to: 
 Provide a canonical source for all known CPE Names. 
 Bind descriptive metadata (such as a title and notes) to a CPE Name. 
 Bind diagnostic tests (such as an automated check to determine if a 

given platform matches the name) to a CPE Name. 
 The CPE Dictionary is hosted and maintained by the National Institute for 

Standards and Technology (NIST) as part of the U.S. National 
Vulnerability Database (NVD) program. NIST is responsible for ensuring 
that the CPE Dictionary conforms to the CPE Specifications (currently at 
version 2.3), and for managing the content review and quality assurance 
processes. 

 22 مشخصات سرمایه سایبری 8/9/2022

http://nvd.nist.gov/cpe.cfm
http://www.nist.gov/
http://www.nist.gov/
http://nvd.nist.gov/
http://nvd.nist.gov/
https://cpe.mitre.org/specification/


Submission Process 
 CPE Names (also called CPE Identifiers, CPE-IDs, and CPEs) are created by the CPE Community on 

an as-needed basis, and must be well-formed as determined by the appropriate CPE 
Specifications. Community members who require a new CPE Name should create a CPE-
conformant name and submit it to the CPE Team for inclusion in the CPE Dictionary. The process is 
as follows: 

 Refer to the appropriate CPE Specifications to develop your proposed CPE Name(s), making your 
best effort to create well-formed names. It is also recommended that you refer to the current CPE 
Dictionary for examples and precedents. 

 Prepare each CPE Name submission in valid CPE Dictionary XML form as defined by the CPE 2.2 
Dictionary Schema, which is also included by NIST on its CPE Dictionary page. You may bundle 
multiple name submissions into a single XML file. We recommend that you run an XML Schema 
validator to ensure your submission validates against the CPE Dictionary Schema. 

 Send your submission via email to cpe_dictionary@nist.gov. 
 NIST will conduct a quality assurance review before adding new names to the CPE Dictionary. During this review, 

portions of a proposed CPE Name(s) may be changed based on research performed against the most credible 
vendor and product information resources available. No name should be considered accepted until it is published 
in the CPE Dictionary. 

 NIST will notify you when new CPE Names have been reviewed and approved. 
 Error reports and proposed content updates to the CPE Dictionary should follow the same submission process 

and are subject to the same QA process as new CPE Name submissions. They should be submitted in valid CPE 
Dictionary XML form and in a separate file from new CPE Name submissions. 8/9/2022 23 مشخصات سرمایه سایبری 
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 Official CPE Dictionary v2.3, gz format - 14.36 MB, Updated:  08/02/2022; 
12:36:47 AM -0400 

 Official CPE Dictionary v2.3, zip format - 14.36 MB, Updated:  08/02/2022; 
12:36:47 AM -0400 

 Official CPE Dictionary v2.2, gz format - 17.74 MB, Updated:  08/02/2022; 
12:36:47 AM -0400 

 Official CPE Dictionary v2.2, zip format - 17.74 MB, Updated:  08/02/2022; 
12:36:47 AM -0400 

 CPE Dictionary Search 
 CPE Dictionary Growth Statistics 
 CPE Standards Information 
 General information on CPE 
 The CPE 2.3 XML Schema 
 The CPE 2.3 Dictionary Extension XML Schema 
 The CPE 2.2 XML Schema 
 NIST Dictionary CPE Repository Metadata 
 The NIST CPE Metadata 0.2 XML Schema 
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https://csrc.nist.gov/schema/cpe/2.1/cpe-dictionary-metadata_0.2.xsd
https://csrc.nist.gov/schema/cpe/2.1/cpe-dictionary-metadata_0.2.xsd
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 CPE is a structured naming scheme for 
information technology systems, software, 
and packages. 

 Based upon the generic syntax for Uniform 
Resource Identifiers (URI), CPE includes a 
formal name format, a method for checking 
names against a system, and a description 
format for binding text and tests to a name. 
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 The CVSS v3.1 equations are defined below. 
 Base 
 The Base Score is a function of the Impact and Exploitability sub score equations. Where the Base 

score is defined as, 
     If (Impact sub score <= 0)     0 else, 

    Scope Unchanged4                 𝑅𝑜𝑢𝑛𝑑𝑢𝑝(𝑀𝑖𝑛𝑖𝑚𝑢𝑚[(𝐼𝑚𝑝𝑎𝑐𝑡 + 𝐸𝑥𝑝𝑙𝑜𝑖𝑡𝑎𝑏𝑖𝑙𝑖𝑡𝑦), 10]) 
    Scope Changed                      𝑅𝑜𝑢𝑛𝑑𝑢𝑝(𝑀𝑖𝑛𝑖𝑚𝑢𝑚[1.08 × (𝐼𝑚𝑝𝑎𝑐𝑡 + 𝐸𝑥𝑝𝑙𝑜𝑖𝑡𝑎𝑏𝑖𝑙𝑖𝑡𝑦), 10]) 
 
and the Impact sub score (ISC) is defined as, 
 
    Scope Unchanged 6.42 × 𝐼𝑆𝐶Base 
    Scope Changed 7.52 × [𝐼𝑆𝐶𝐵𝑎𝑠𝑒 − 0.029] − 3.25 × [𝐼𝑆𝐶𝐵𝑎𝑠𝑒 − 0.02]15 
 
Where, 
 
    𝐼𝑆𝐶𝐵𝑎𝑠𝑒 = 1 − [(1 − 𝐼𝑚𝑝𝑎𝑐𝑡𝐶𝑜𝑛𝑓) × (1 − 𝐼𝑚𝑝𝑎𝑐𝑡𝐼𝑛𝑡𝑒𝑔) × (1 − 𝐼𝑚𝑝𝑎𝑐𝑡𝐴𝑣𝑎𝑖𝑙)] 
 
 And the Exploitability sub score is, 
 
    8.22 × 𝐴𝑡𝑡𝑎𝑐𝑘𝑉𝑒𝑐𝑡𝑜𝑟 × 𝐴𝑡𝑡𝑎𝑐𝑘𝐶𝑜𝑚𝑝𝑙𝑒𝑥𝑖𝑡𝑦 × 𝑃𝑟𝑖𝑣𝑖𝑙𝑒𝑔𝑒𝑅𝑒𝑞𝑢𝑖𝑟𝑒𝑑 × 𝑈𝑠𝑒𝑟𝐼𝑛𝑡𝑒𝑟𝑎𝑐𝑡𝑖𝑜𝑛 
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 Temporal 
 The Temporal score is defined as, 

 
    𝑅𝑜𝑢𝑛𝑑𝑢𝑝(𝐵𝑎𝑠𝑒𝑆𝑐𝑜𝑟𝑒 × 𝐸𝑥𝑝𝑙𝑜𝑖𝑡𝐶𝑜𝑑𝑒𝑀𝑎𝑡𝑢
𝑟𝑖𝑡𝑦 × 𝑅𝑒𝑚𝑒𝑑𝑖𝑎𝑡𝑖𝑜𝑛𝐿𝑒𝑣𝑒𝑙 × 𝑅𝑒𝑝𝑜𝑟𝑡𝐶𝑜𝑛𝑓𝑖𝑑𝑒
𝑛𝑐𝑒) 
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 Environmental 
 The environmental score is defined as, 

 
    If (Modified Impact Sub score <= 0)     0 else, 
 
    If Modified Scope is Unchanged           Round up(Round up (Minimum [ (M.Impact + M.Exploitability) ,10]) × 
Exploit Code Maturity × Remediation Level × Report Confidence) 
     
    If Modified Scope is Changed               Round up(Round up (Minimum [1.08 × (M.Impact + M.Exploitability) ,10]) × 
Exploit Code Maturity × Remediation Level × Report Confidence) 
 
And the modified Impact sub score is defined as, 
 
    If Modified Scope is Unchanged 6.42 × [𝐼𝑆𝐶𝑀𝑜𝑑𝑖𝑓𝑖𝑒𝑑] 
     
    If Modified Scope is Changed 7.52 × [𝐼𝑆𝐶𝑀𝑜𝑑𝑖𝑓𝑖𝑒𝑑 − 0.029]-3.25× [𝐼𝑆𝐶𝑀𝑜𝑑𝑖𝑓𝑖𝑒𝑑 × 0.9731 − 0.02] 13 
 
Where, 
    𝐼𝑆𝐶𝑀𝑜𝑑𝑖𝑓𝑖𝑒𝑑 = 𝑀𝑖𝑛𝑖𝑚𝑢𝑚 [[1 − (1 − 𝑀. 𝐼𝐶𝑜𝑛𝑓 × 𝐶𝑅) × (1 − 𝑀. 𝐼𝐼𝑛𝑡𝑒𝑔 × 𝐼𝑅) × (1 − 𝑀. 𝐼𝐴𝑣𝑎𝑖𝑙 × 𝐴𝑅)], 0.915] 
 
The Modified Exploitability sub score is, 
 
    8.22 × 𝑀. 𝐴𝑡𝑡𝑎𝑐𝑘𝑉𝑒𝑐𝑡𝑜𝑟 × 𝑀. 𝐴𝑡𝑡𝑎𝑐𝑘𝐶𝑜𝑚𝑝𝑙𝑒𝑥𝑖𝑡𝑦 × 𝑀. 𝑃𝑟𝑖𝑣𝑖𝑙𝑒𝑔𝑒𝑅𝑒𝑞𝑢𝑖𝑟𝑒𝑑 × 𝑀. 𝑈𝑠𝑒𝑟𝐼𝑛𝑡𝑒𝑟𝑎𝑐𝑡𝑖𝑜n4 Where 
“Round up” is defined as the smallest number, specified to one decimal place, that is equal to or higher than its 
input. For example, Round up (4.02) is 4.1; and Round up (4.00) is 4.0. 
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 The Security Content Automation Protocol (SCAP) is a synthesis of 
interoperable specifications derived from community ideas. Community 
participation is a great strength for SCAP, because the security 
automation community ensures the broadest possible range of use cases 
is reflected in SCAP functionality. This Web site is provided to support 
continued community involvement. From this site, you will find 
information about both existing SCAP specifications and emerging 
specifications relevant to NIST's security automation agenda. You are 
invited to participate, whether monitoring community dialog or leading 
more substantive activities like specification authorship. 

 NIST's security automation agenda is broader than the vulnerability 
management application of modern day SCAP. Many different security 
activities and disciplines can benefit from standardized expression and 
reporting. We envision further expansion in compliance, remediation, 
and network monitoring, and encourage your contribution relative to 
these and additional disciplines. NIST is also working on this expansion 
plan, so please communicate with the SCAP Team early and often to 
ensure proper coordination of efforts. 
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https://csrc.nist.gov/projects/security-content-automation-protocol/scap-releases
https://csrc.nist.gov/projects/security-content-automation-protocol/emerging-specifications
https://csrc.nist.gov/projects/security-content-automation-protocol/emerging-specifications
mailto:scap@nist.gov


 Asset identification plays an important role in an 
organization's ability to quickly correlate different sets of 
information about assets. This specification provides the 
necessary constructs to uniquely identify assets based on 
known identifiers and/or known information about the 
assets. This specification describes the purpose of asset 
identification, a data model for identifying assets, 
methods for identifying assets, and guidance on how to 
use asset identification. It also identifies a number of 
known use cases for asset identification. 

 The Asset Specifications Development List is available for 
developers interested in Asset Identification and other 
asset related security automation standards. Please 
subscribe to this list through the SCAP Community page. 
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mailto:asset-dev@nist.gov
https://csrc.nist.gov/projects/security-content-automation-protocol/scap-community


 Asset Identification Resources 
 Release 1.1 
 Release 1.0 (Early Access 1) 
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https://csrc.nist.gov/projects/security-content-automation-protocol/specifications/aid
https://csrc.nist.gov/projects/security-content-automation-protocol/specifications/aid
https://csrc.nist.gov/projects/security-content-automation-protocol/specifications/aid
https://csrc.nist.gov/projects/security-content-automation-protocol/specifications/aid
https://csrc.nist.gov/projects/security-content-automation-protocol/specifications/aid
https://csrc.nist.gov/projects/security-content-automation-protocol/specifications/aid
https://csrc.nist.gov/projects/security-content-automation-protocol/specifications/aid


XML Schema Files: [what is a schema?] 

Asset Identification 1.1 Schema (XSD 1.0) 

Documentation: 

NISTIR 7693 
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http://www.w3.org/XML/Schema
https://csrc.nist.gov/schema/asset-identification/1.1/asset-identification_1.1.0.xsd
https://csrc.nist.gov/schema/asset-identification/1.1/asset-identification_1.1.0.xsd
https://csrc.nist.gov/schema/asset-identification/1.1/asset-identification_1.1.0.xsd
https://csrc.nist.gov/publications/detail/nistir/7693/final
https://csrc.nist.gov/publications/detail/nistir/7693/final


 The Asset Reporting Format (ARF) is a data model to express the transport 
format of information about assets, and the relationships between assets and 
reports. The standardized data model facilitates the reporting, correlating, 
and fusing of asset information throughout and between organizations. ARF 
is vendor and technology neutral, flexible, and suited for a wide variety of 
reporting applications. 

 The Emerging Specifications Discussion List is available for developers 
interested in ARF and other emerging security automation standards. Please 
subscribe to this list through the SCAP Community page. 

 ARF Resources 
 Release 1.1 
 Release 1.0 (Early Access 1) 
 ARF 1.1 Resources (June 21, 2011) 
 XML Schema Files: [what is a schema?] 
 ARF 1.1 Schema (XSD 1.0) 
 Documentation: 
 NISTIR 7694 
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mailto:emerging-specs@nist.gov
https://csrc.nist.gov/projects/security-content-automation-protocol/scap-community
https://csrc.nist.gov/projects/security-content-automation-protocol/specifications/arf
https://csrc.nist.gov/projects/security-content-automation-protocol/specifications/arf
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https://csrc.nist.gov/projects/security-content-automation-protocol/specifications/arf
http://www.w3.org/XML/Schema
https://csrc.nist.gov/schema/asset-reporting-format/1.1/asset-reporting-format_1.1.0.xsd
https://csrc.nist.gov/schema/asset-reporting-format/1.1/asset-reporting-format_1.1.0.xsd
https://csrc.nist.gov/schema/asset-reporting-format/1.1/asset-reporting-format_1.1.0.xsd
https://csrc.nist.gov/publications/detail/nistir/7694/final
https://csrc.nist.gov/publications/detail/nistir/7694/final


 The CCE List provides unique identifiers to security-related system configuration 
issues in order to improve workflow by facilitating fast and accurate correlation 
of configuration data across multiple information sources and tools. 

 For example, CCE Identifiers are included for the settings in Microsoft 
Corporation’s Windows Server 2008 Security Guide and 2007 Microsoft Office 
Security Guide; are the main identifiers used for the settings in the U.S. Federal 
Desktop Core Configuration (FDCC) data file downloads; and provide a mapping 
between the elements in configuration best-practice documents including 
the Center for Internet Security’s (CIS) CIS Benchmark Documents, National 
Institute of Standards and Technology’s (NIST) NIST Security Configuration 
Guides, National Security Agency’s (NSA) NSA Security Configuration Guides, 
and Defense Information Systems Agency’s (DISA) DISA Security Technical 
Implementation Guides (STIGS). 

 When dealing with information from multiple sources, use of consistent 
identifiers can improve data correlation; enable interoperability; foster 
automation; and ease the gathering of metrics for use in situation awareness, IT 
security audits, and regulatory compliance. For example, Common Vulnerabilities 
and Exposures (CVE®) provides this capability for information security 
vulnerabilities. 

 53 مشخصات سرمایه سایبری 8/9/2022

http://nvd.nist.gov/cce/index.cfm
http://www.microsoft.com/
http://www.microsoft.com/
http://www.microsoft.com/en-us/download/details.aspx?displaylang=en&id=17606
http://www.microsoft.com/en-us/download/details.aspx?displaylang=en&id=17606
http://www.microsoft.com/en-us/download/details.aspx?displaylang=en&id=17606
http://www.microsoft.com/en-us/download/details.aspx?displaylang=en&id=9349
http://www.microsoft.com/en-us/download/details.aspx?displaylang=en&id=9349
http://www.microsoft.com/en-us/download/details.aspx?displaylang=en&id=9349
http://nvd.nist.gov/fdcc/index.cfm
http://nvd.nist.gov/fdcc/index.cfm
http://www.cisecurity.org/
http://benchmarks.cisecurity.org/en-us/?route=downloads
http://nvd.nist.gov/
http://nvd.nist.gov/
http://nvd.nist.gov/scapchecklists.cfm
http://nvd.nist.gov/scapchecklists.cfm
http://www.nsa.gov/
http://www.nsa.gov/ia/mitigation_guidance/security_configuration_guides/
http://www.disa.mil/
https://public.cyber.mil/stigs/
https://public.cyber.mil/stigs/
https://public.cyber.mil/stigs/
http://cve.mitre.org/
http://cve.mitre.org/


 Similar to the CVE effort, CCE assigns a unique, common identifier to a particular 
security-related configuration issue. CCE identifiers are associated with 
configuration statements and configuration controls that express the way 
humans name and discuss their intentions when configuring computer systems. 
In this way, the use of CCE-IDs as tags provide a bridge between natural 
language, prose-based configuration guidance documents and machine-readable 
or executable capabilities such as configuration audit tools. 

 Each entry on the CCE List contains the following five attributes: 
 CCE Identifier Number – "CCE-2715-1" 
 Description – a humanly understandable description of the configuration issue 
 Conceptual Parameters – parameters that would need to be specified in order to 

implement a CCE on a system 
 Associated Technical Mechanisms – for any given configuration issue there may 

be one or more ways to implement the desired result 
 References – pointers to the specific sections of the documents or tools in which 

the configuration issue is described in detail 
 Currently, CCE is focused solely on software-based configurations. 

Recommendations for hardware and/or physical configurations are not 
supported. Refer to the CCE List for more information. 

 

 54 مشخصات سرمایه سایبری 8/9/2022

http://nvd.nist.gov/cce/index.cfm
http://nvd.nist.gov/cce/index.cfm
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 OVAL® International in scope and free for public use, OVAL is an 
information security community effort to standardize how to 
assess and report upon the machine state of computer systems. 
OVAL includes a language to encode system details, and an 
assortment of content repositories held throughout the 
community. 

 Tools and services that use OVAL for the three steps of system 
assessment — representing system information, expressing 
specific machine states, and reporting the results of an 
assessment — provide enterprises with accurate, consistent, and 
actionable information so they may improve their security. Use of 
OVAL also provides for reliable and reproducible information 
assurance metrics and enables interoperability and automation 
among security tools and services. 
 

 56 مشخصات سرمایه سایبری 8/9/2022



•Vulnerability Assessment 
•Configuration Management 
•Patch Management 
•Policy Compliance 

•Community Repositories of 
OVAL Content 
•Vulnerability Databases and 
Advisories 
•Benchmark Writing 
•Security Content Automation 
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https://oval.mitre.org/adoption/usecasesguide.html
https://oval.mitre.org/adoption/usecasesguide.html
https://oval.mitre.org/adoption/usecasesguide.html
https://oval.mitre.org/adoption/usecasesguide.html
https://oval.mitre.org/repository/about/other_repositories.html
https://oval.mitre.org/repository/about/other_repositories.html
https://oval.mitre.org/adoption/supporters.html
https://oval.mitre.org/adoption/supporters.html
https://oval.mitre.org/adoption/capabilitylist.html
http://scap.nist.gov/


 The Open Checklist Interactive Language (OCIL) defines a framework for 
expressing a set of questions to be presented to a user and corresponding 
procedures to interpret responses to these questions. Although the OCIL 
specification was developed for use with IT security checklists, the uses of OCIL 
are by no means confined to IT security. Other possible use cases include 
research surveys, academic course exams, and instructional walkthroughs. 

 In IT security, organizations work with security policies that detail the 
information that needs to be secured and the security requirements that must be 
met to ensure the information is protected accordingly. To verify compliance with 
security requirements, Federal agencies have already implemented security 
technologies that support the Security Content Automation Protocol (SCAP). 
OCIL is considered an emerging specification, so it is not currently included in 
SCAP. However, OCIL can still be used in conjunction with SCAP specifications 
such as XCCDF to help handle cases where lower-level checking languages such 
as OVAL are unable to automate a particular check. In short, OCIL provides a 
standardized approach to express and evaluate non-automated (i.e., manual) 
security checks. 
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https://scap.nist.gov/specifications/xccdf/index.html


 OCIL provides the conceptual framework for 
representing non-automatable questions. The 
following list defines the features supported by 
OCIL: 

 Ability to define questions (of type Boolean, 
Choice, Numeric, or String) 

 Ability to define possible answers to a question 
from which the user can choose 

 Ability to define actions to be taken resulting 
from a user's answer 

 Ability to enumerate the result set 
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 TMSAD describes a common trust model that can be 
applied to specifications within the security 
automation domain, such as Security Content 
Automation Protocol (SCAP). Since information in the 
security automation domain is primarily exchanged 
using Extensible Markup Language (XML), the focus 
of this model is on the processing of XML documents. 
The trust model is composed of recommendations on 
how to use existing specifications to represent 
signatures, hashes, key information, and identity 
information in the context of an XML document 
within the security automation domain. 
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 XCCDF is a specification language for writing security checklists, 
benchmarks, and related kinds of documents. An XCCDF 
document represents a structured collection of security 
configuration rules for some set of target systems. The 
specification is designed to support information interchange, 
document generation, organizational and situational tailoring, 
automated compliance testing, and compliance scoring. The 
specification also defines a data model and format for storing 
results of benchmark compliance testing. The intent of XCCDF is 
to provide a uniform foundation for expression of security 
checklists, benchmarks, and other configuration guidance, and 
thereby foster more widespread application of good security 
practices. 

 XCCDF documents are expressed in XML, and may be validated 
with an XML Schema-validating parser. 
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 Software is vital to our economy and way of life as part of the 
critical infrastructure for the modern world. Too often cost and 
complexity make it difficult to manage software effectively, 
leaving the software open for attack. To properly manage 
software, enterprises need to maintain accurate software 
inventories of their managed devices in support of higher-level 
business, information technology, and cybersecurity functions. 
Accurate software inventories help an enterprise to: 

 Manage compliance with software license 
agreements. Knowing what software is installed and used can 
help an enterprise to avoid paying for unneeded licenses. 

 Ensure that all software assets in use conform to organizational 
policy. Reducing and controlling an organization’s software 
footprint can reduce the surface area of attack. 
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 Verify that all deployed software assets are updated and free of 
known exploitable weaknesses. Ensuring all software is patched 
and updated is an effective way to counter cyber threats. 

 Support assessing that all deployed software assets are 
configured according to their organizations’ security 
policies. Configuring defensive mechanisms, reducing services 
exposed, and restricting features used within software can also 
further reduce attack surface, and can harden systems against 
attacks. Accurate software inventories identify critical software 
assets so that assessments can be targeted and tracked. 

 Plan software investments and resources needed to support 
upgrades to and replacement of legacy systems. Knowledge of 
what commercial and custom software the enterprise uses can 
assist with budgeting for IT investments. 
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 While some vendors provide tools to manage licenses, updates, patches, and configurations for 
their products, organizations need to monitor and use many such tools to address the range of 
products their enterprises deploy. This multiplicity of tools creates an environment where human 
error and a lack of resources can limit an enterprise’s ability to support the active management of 
software, preventing timely patching, and allowing configurations to drift and software licenses 
to be inefficiently utilized. Instead, a single mechanism is needed that can help organizations to 
understand the state of all software across their enterprise regardless of vendor. 

 Software Identification (SWID) Tags, defined by the ISO/IEC 19770-2:2015 standard, promise to be 
an important step towards such a goal. SWID Tags provide a transparent way for organizations to 
track the software installed on their managed devices. SWID Tag files contain descriptive 
information about a specific release of a software product. The SWID standard defines 
a lifecycle where a SWID Tag is added to an endpoint as part of the software product’s installation 
process and deleted by the product’s uninstall process. When this lifecycle is followed, the 
presence of a given SWID Tag corresponds directly to the presence of the software product that 
the Tag describes. The National Institute of Standards and Technology recommends adoption of 
the SWID Tag standard by software producers, and multiple standards bodies, including the 
Trusted Computing Group (TCG) and the Internet Engineering Task Force (IETF) utilize SWID Tags 
in their standards. 
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https://csrc.nist.gov/projects/software-identification-swid/lifecycle
https://csrc.nist.gov/projects/software-identification-swid/lifecycle


 NIST plans to continue to promote the incorporation of the SWID 
Tag standard and associated guidelines in other international 
consensus standards (such as IETF and TCG efforts), the broad 
adoption of SWID tagging within the software community, and 
the use of SWID Tag information in the creation of cybersecurity 
reference data and security automation content. Additionally, 
NIST is working to incorporate SWID Tag data into the 
vulnerability dataset provided by National Vulnerability 
Database (NVD), and has incorporated use of SWID Tag data 
into Security Content Automation Protocol (SCAP) version 1.3. 
These efforts are part of the Software Identification (SWID) 
Tagging project, which is an initiative of the Computer Security 
Division’s Security Automation Program (SAP). The SAP is focused 
on standardizing the exchange of security posture information 
supporting the management of software, vulnerabilities, patches, 
and secure configurations for computing devices. 
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