








IT Asset Management (ITAM)
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https://en.wikipedia.org/wiki/ITIL
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https://en.wikipedia.org/wiki/Asset_management
https://en.wikipedia.org/wiki/Asset_management
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IDENTIFY Asset Management (ID.AM): The data, personnel, devices, systems, and facilities
(ID) that enable the organization to achieve business purposes are identified and managed
consistent with their relative importance to business objectives and the
organization’s risk strategy
Business Environment (ID.BE): The organization’s mission, objectives,
stakeholders, and activities are understood and prioritized; this information is used
to inform cybersecurity roles, responsibilities, and risk management decisions.

Governance (ID.GV): The policies, procedures, and processes to manage and
monitor the organization’s regulatory, legal, risk, environmental, and operational
requirements are understood and inform the management of cybersecurity risk.
Risk Assessment (ID.RA): The organization understands the cybersecurity risk to
organizational operations (including mission, functions, image, or reputation),
organizational assets, and individuals.
Risk Management Strategy (ID.RM): The organization’s priorities, constraints, risk
tolerances, and assumptions are established and used to support operational risk
decisions.
Supply Chain Risk Management (ID.SC): The organization’s priorities, constraints,
risk tolerances, and assumptions are established and used to support risk decisions
¥ associated with managing supply chain risk. The organization has established and

e implemented the processes to identify, assess and manage supply chain risks.
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https://www.danapardaz.net/blog/itil-demand-management/
https://www.danapardaz.net/blog/itil-demand-management/
https://www.danapardaz.net/blog/itil-information-security-management/
https://www.danapardaz.net/blog/itil-information-security-management/
https://www.danapardaz.net/blog/itil-capacity-management/
https://www.danapardaz.net/blog/itil-capacity-management/
https://www.danapardaz.net/blog/itil-capacity-management/
https://www.danapardaz.net/blog/itil-capacity-management/
https://www.danapardaz.net/blog/itil-service-design/
https://www.danapardaz.net/blog/itil-service-design/
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https://www.danapardaz.net/blog/itil-release-and-deployment-management/
https://www.danapardaz.net/blog/itil-release-and-deployment-management/
https://www.danapardaz.net/blog/change-management/
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https://www.danapardaz.net/blog/itil-service-transition/
https://www.danapardaz.net/blog/itil-service-transition/
https://www.danapardaz.net/blog/incident-management-itil/
https://www.danapardaz.net/blog/incident-management-itil/
https://www.danapardaz.net/blog/itil-knowledge-management/
https://www.danapardaz.net/blog/itil-knowledge-management/
https://www.danapardaz.net/blog/itil-asset-and-configuration-management/
https://www.danapardaz.net/blog/itil-asset-and-configuration-management/
https://www.danapardaz.net/blog/itil-event-management/
https://www.danapardaz.net/blog/itil-event-management/
https://www.danapardaz.net/blog/itil-event-management/
https://www.danapardaz.net/blog/itil-event-management/
https://www.danapardaz.net/blog/itil-event-management/
https://www.danapardaz.net/blog/itil-event-management/
https://www.danapardaz.net/blog/itil-service-operation/
https://www.danapardaz.net/blog/itil-service-operation/
https://www.danapardaz.net/blog/itil-service-operation/
https://www.danapardaz.net/blog/itil-service-operation/
https://www.danapardaz.net/blog/itil-problem-management/
https://www.danapardaz.net/blog/itil-problem-management/
https://www.danapardaz.net/blog/itil-problem-management/
https://www.danapardaz.net/blog/itil-problem-management/
https://www.danapardaz.net/blog/itil-access-management/
https://www.danapardaz.net/blog/itil-access-management/
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ITIL Service Asset and Configuration Management aims to maintain information about
Coywfiguration Items (Cls) required to deliver an IT service, including their relationships

8¢ 8htiguration Management System (CMS) o e
Configuration Management Databases (CMDB)
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(d The CMS is used to store information on all Configuration Items
(Cls) under the control of Configuration Management.

L Cls can be of various types: the CMS almost always covers
services and IT infrastructure, but might also cover other item
types like policies, project documentation, employees, suppliers,
etc.

 The structure of the CMS is defined by the Configuration Model,
which specifies the types of Cls managed through the CMS,
Including their attributes and relationships.

 The Configuration Model is often maintained as a (set of)
documents or data models. It also manifests itself, for example, in
the table structure of the databases used to store configuration
Information.
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https://wiki.en.it-processmaps.com/index.php/Checklist_CMS_CMDB
https://wiki.en.it-processmaps.com/index.php/Checklist_CMS_CMDB
https://wiki.en.it-processmaps.com/index.php/Service_Asset_and_Configuration_Management
https://wiki.en.it-processmaps.com/index.php/Checklist_CMS_CMDB
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CI types and sub-types

U CI types and sub-types managed in the CMS, usually in the
form of a tree structure as in the following example:
1 Main types (e.g. Service, Hardware, Software, Document, Staff

)

L Sub-types (e.g. Server, Printer, ... - refinement of the main type
Into sub-types)

O ... further sub-types as appropriate
Attributes
¢ (Attributes to be managed for each CI type)

Y.
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Status values
 (allowed status values describing the lifecycle of the CI types)

Relationships between CI types
HEg.
"Is a component of"
"Is associated with"
"Uses"
"Is a new version of"
"Will be replaced by", ...

A
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L Authorities and controls
LCI type owner

L Authorities for creating, authorizing, modifying or deleting the Cls
of this type, as appropriate, normally assigned as access rights in
the CMS and relevant sub-systems

W Applicable controls, guidelines and policies (e.g. mechanisms to
ensure that only authorized personnel is able to apply changes to
the Cls and modify the related CI records in the CMS, or controls/
procedures to ensure the configuration data remain consistent when
Cls are added or removed)

U Applicable guidelines and policies
U Reporting, auditing and verification requirements

Al
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Configuration Item Records - Cl Records

 The details of actual Cls ("instances of CI types") are stored in ClI
Records. The exact set of attributes to be maintained for a Cl will
vary depending on the CI type at hand, as specified in the
Configuration Model.

¢ Cl Records typically contain the following information:
¢ ldentifier
¢ (Unique identifier - ID)
s Name
+¢ Description
s Cl owner
¢ (CI owner/ person in charge)
s Cl type

Yy
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 Manufacturer information

1 Manufacturer name

O Serial number

L License number/ reference to license contract
dVersion information
d Location

O Physical location, if applicable

O Logical location, if applicable (e.g. URL or directory on a fileserver)
 Modification history of the Cl Record

[ Date of Cl Record creation

1 Modifications

dDate

Person in charge
L Description of modification

Yy
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Status history

1 (description of the life cycle of a ClI with status values, as for
example "Undergoing Test", ..., "Active", ..., "Undergoing
Maintenance", ..., "Out of Operation", ...)

L Present status and version

1 Status and version history (historical Changes to the status of
the CI or Changes planned for the future)
L Status change
L Description
U Time and date of the Change in status

Yo
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U Licensing information

dDocument references
 Contractual documentation
1 Operating documentation
d User documentation
L Emergency-relevant documentation
1 Other documentation

Y7
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References to Configuration Items (CIs) - Note

Cls are typically referenced from other service management
systems.

dIn an Incident Management system, for example, an Incident
Record will contain a reference to one or more affected Cls.
So these relationships are recorded in Incident
Records rather than the CI records.

Yy
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https://wiki.en.it-processmaps.com/index.php/Checklist_Incident_Record
https://wiki.en.it-processmaps.com/index.php/Checklist_Incident_Record
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Incident Record — Contents - An Incident Record typically contains the
following information:

% Unique ID
¢ (Unique ID of the Incident - usually allocated automatically by the system)
» Date and time of recording

» Method of notification
% (e.g. telephone, e-mail, intranet portal, event monitoring system)

¢ Service Desk agent
¢ (If applicable, Service Desk agent registering the Incident)

+»» Caller/ user data

s (If applicable, caller/ user contact information)
+»» Callback method
¢ Description of symptoms
s Affected users, locations and/ or business areas
s Affected service(s)

YA
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https://wiki.en.it-processmaps.com/index.php/ITIL_Roles
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» Incident priority
¢ Incident Priority, a function of the following components (for further
Information, refer to the checklist Incident Prioritization Guideline):
s Urgency (available time until the resolution of the Incident)

¢ Impact (damage caused or potential damage to the business or the IT
Infrastructure)

*Priority (for example expressed in priority codes like "Critical”,
"High", "Medium", "Low", "Very Low"): The result from the
combination of urgency and impact

*»*Major Incident flag (to indicate that the Incident is treated as a Major
Incident)

¢ Relationships to Cls

¢ (Links to primary Configuration Items (Cls) affected by the Incident)
1A
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https://wiki.en.it-processmaps.com/index.php/Checklist_Incident_Priority
https://wiki.en.it-processmaps.com/index.php/Checklist_CMS_CMDB
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Incident category

< Incident category, usually selected from a category-tree according to the following
example (Incident categories should be harmonized with Problem categories to
support matching between Incidents and Problems):

s Hardware error
s Server A
s Component x
% Symptom a
% Symptom b
<> Componenty

o Server B

o
NSEREET

% Software error
s System A
s System B

S\ AR

«* Network error

/
1 %4

r.
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LLinks to related Incident Records

A (if a similar outstanding Incident exists, to which the new
Incident is able to be attributed)

LLinks to related Problem Records

L (Links to related Problem Records - if any outstanding
Problems exist, to which the new Incident is able to be
attributed)

U Incident status change history
W Date and time
LPerson in charge
Reason for status change
New Incident status

™
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https://wiki.en.it-processmaps.com/index.php/Checklist_Problem_Record
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O Activity log/ resolution history

O Most service desk systems allow maintaining a simple log of steps carried
out to resolve the Incident. Some systems, however, also provide the
means to assign “Tasks” to Incidents. Akin to the Incidents they are
assigned to, Tasks are typically characterized by properties like name,
description, owner, priority, etc. and contain a status history and activity
log of their own.

[ Closure data

[ Closure categories (if required, revised product and Incident
categorizations)

O Problems raised (if the Incident is likely to recur and preventive action is
necessary)

O Resolution type (elimination of the root cause vs. application of
a Workaround; if the Incident was resolved by applying a Workaround:
Indication of applied Workaround)

[ Customer feedback (is the Incident resolved from the customer’s/ user’s
point of view?)

vy
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https://wiki.en.it-processmaps.com/index.php/Problem_Management
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Relationships to other Cls
dE.g.
"Is a component of"
"Is associated with"
d"Uses"
"Is a new version of"
1 "Will be replaced by", ...
... including relationships to services supported by the CI.

ry

8/9/2022 Rk Tt




[C1) S pit SLRpSA]

sl 5, 40l DUSINESS cases)) i o S )50 (ymen BC o s, U
320 2l comgp (Pl o gy Sl &2 (o (5325 deliy gy Co e
Dylas plw g odd (g50) delip (sla 7yl i 5 aseus Ll ¢ s sl

0,1 o e 4y 5l &S Gl llill (lojl 518 5 S’ (s Tptl o) Slojle sCT U
(>)lge ybo g

cu.>)l.’> (S yoiin L;LQ}L& 9 ul.oﬁ]y O u"')l';" L;LQC' d

ool bl 5 3b 5l ols )5 gy 48l sl asInterface CIs) ) bty Cl U
35 s sanstaasesCalation dOCUMENT oS, fomen iiian 3L 500 ¢ yaigyus aiS
b o JBl g olimd Gl 9> o olis ;) 565

SaS g S5 @yl 4 48 Wb oy Cbl b plio 465 ya Wi o gy sla U
SleMbl ¢ i Jlo lgie 4 0gd Copie SleMbl (65l g diad WilgT o3 g

re

8/9/2022 Rk Tt




(B g o Sl

buwly dlox 5l g5 Cl 2 cls as > S o i JoluSACM  aisls ( IS jglay

Lo g iz it ol
by d5eus ¢ Ol poss &) 9 g5y 40l yy 3900
SLA jiiw 3iod «oMSke ¢ aalis, 5,550 28,

9k ol B plad b Loy gy (210 9 (625 Cupde e Jobo )3
390 g Mo g 3uB ) o e ¢ Jlo Co o (st Cu e dles e (S0 Cle M|

L)

8/9/2022 Rk Tt



https://www.danapardaz.net/danaitsm/itil-change-management/
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True network

visibility and control.

In under an hour.

A il slatid Waeard nahuarl mansaamant eathusres
AUVIK IS CIOUd-Dased network management soitware

START FOR FREE
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Asset Management Software

L #1) NinjaOne (Formerly NinjaRMM)
L #2) SuperOps.ai
O #3) Freshservice

O #4) Atera
O #5) Auvik

O #6) Nifty
O #7) xAssets IT Asset Management Software

L #8) AssetExplorer

L #9) Spiceworks IT Asset Management Software
Q #10) Snipe-IT

O #11) Asset Panda

O #12) GoCodes

Q #13) EZOfficelnventory

L #14) Samanage

O #15) AssetCloud

L #16) InvGate Assets
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