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(Cwwl
BaseScoreb =
round_to_1_decimal(((o.6*Impact)+(0.4*Exploitability)-1.5)*f
*(Impact))

Impact = 10.41%(1-(2-Conflmpact)*(1-Integimpact)*(1-Availlmpact))
Exploitability = 20* AccessVector*AccessComplexity*Authentication

*f(impact)= o if Impact=0, 1.176 otherwise
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AccessVector = case AccessVector of
requires local access: 0.395

adjacent network accessible: 0.646 )")LM J"M 6')"’
network accessible: 1.0 se
L oLl)b
AccessComplexity = case AccessComplexity of ‘53” )J)LM . Lb lJ
high: 0.35 J‘..Lg 999 d,,o)_g 25 LY

medium: 0.61 .
low: 0.71 )J) Ql)[{uﬁ- )l .)wul.:! dLo-Cl
Authentication = case Authentication of . . =
requires multiple instances of authentication: 0.45 ')9‘;‘.’(;‘ w)s "S°S
requires single instance of authentication: 0.56
requires no authentication: 0.704
Conflmpact = case Confidentialitylmpact of
none: 0.0
partial: 0.275
complete: 0.660
Integlmpact = case Integritylmpact of
none: 0.0
partial: 0.275
complete: 0.660
Availlmpact = case Availabilitylmpact of
none: 0.0
partial: 0.275

complete: 0.660
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Metrics Groups

Attack Vector ‘

Confidentizlity ] Exploit Code - . iﬂﬂﬁ@éntialit','
" equirements
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Availability Level '
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Overall Vulnerability Score

Base metric group

e vai oty et

(Base formul a)

Owerall

vulnerability i
Temporal score Environmental

metric group - metric group

Exploitability Temporal Environmental Collateral
= — formula formula damage
| Remediation potential

level

Repart Target
confidence distribution
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CVSSV2andV3

NONE LY PAELHRIM HIGH

b0 0.1+ 3.8 4.0 - 5.5 70849
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CVSS Base Score

LSS BASE SCORE

S,.8 6

40,9 % S8 vS

High Medium Loww



CVSS Score

Authority A

T - Vulnerable e e
“ Component

===

\/

Exploitability
Metrics;
AC, AV, PR, Ul

_ ~ >,

g

Authority B

Scope change?

Other impacted
component(s)

Impact Metrics:
CILA

CVSS score = f(exploitability, scope, impact)




CVSS Example

CWVSS5 W3 Score Met AT

RWIE T KL CVE-Z2U19-11184
Altack Vector AN Adjacent

Attack Complexity AL | High

Privileges required PR @ Low

User Interaction Ul Reqguired

SCcope = Changed
Confidentiality C Law

Integrity I Mone
Availabiality A Mone

Base Score

2.6 (Low)
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Vulnerability Providers

Vulnerability
(service-provided)

- “\ Host / Asset Group

(user-provided)
Base Score |-
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i Final CVSS Environmental
Score Metrics
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Temporal Score)-/'

\, /
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Metrics Process

Base Metric Group Base 2 __________ o»| Base
Set by vendor; once set, doesn't change. Formula Score

Temporal Metric Group
Set by vendor; changes with time.

Temporal
Score

Environmental Metric Group Environmental
Optionally set by end-users; represents final score. Score




Attack Tress

System Topology Attack Tree
P(5 | O1) = 0.001

e _ = 0.000 P(s | nj 0.001 ,,N
/ \ 51 ik %1 5
e aEw
/ _— ‘l‘ / -\ EV = 005 Ev=.01 P(5 | D) —"41 F[N-G.E P(5 | nir 0.02 HE -0.02
w3 L | €3 g4 J

1 51

5d has trust )
52 52
o refationship . “we aEw

. .. . Windows Jrom 55, 53 P(SN, O1) = 0.001
L v Windows  Windows Lirux EV = SE-5 EV=_0135 PS5 [\5T) = 0.8
PiS =09

Impact (S1}=5  Impact(52) =0 Impact (53j=0  Impact (34)= 10

=4 L L |
Mission Impacts EV=2764 EV=1E7 pls \sT) = 0.9
Impac )= —
mpact(51,52) =5 Attack Maodel
Impact(51,53] = ) 53
pact(51,53) =3 Independent P{S | QIS )y =0.001
Impact(51,54) = 15 = additive P( S | TAS) = 0.000001 .
impacts P(5|5T5) =09 EV = 162E-3
Impact(52,53)=0 PSS DTS y=0.02
Impact(52, 54) = 10 -
Impact(S3,54) = 50 Dependent

Impact(51,52,53,54) = 1000 impacts



CVSS Metrics

Base Metric Group Temporal Metric Environmental Metric Group
Group

Exploitability metrics




CVSS Vestors

Exploit (AV, AC, PR, UI)

Exploitability
metrics

LBase score
[mpact metrics

)

Impact (C, 1, A), S

[ Temp (F, RL, RC)

|
|
|
|
|
I
\

Temporal Environmental

L 5COIC L 5COIC

Fnv (CR, IR, AR, ) \

/
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10
CVSS Score
0

Vector string
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CVSS Metrics

Grupo de Métricas

Valores Posibles

Attack VWector, AV [M.A,L.P] Yes
Attack Complexaty, AC [L.H] Yes
Prnvileges Required, PR [M,L,H] Yes
User Interaction, Ul [M.R] Yes
Base
Scope, S [C,U] Yes
Confidentiality, C [H,L,N] Yes
Integrity, | [H,L,N] Yes
Availability, A [H.L.N] Yes|
Exploit Code Matunity, E [, H,F,P,U] Mo
Temporal Remediation Level, RL [X,UW,T,0] Mo
Report Confidence, RC [X,C,R, U] Mo
Confidentiality Reg., CR [, H,M,L] Mo
Integrity Req., IR [, H,M,L] Mo
Availlability Reqg., AR [X,H.M,L] Mo
Modified Attack Vector, MAV [ NAL.P] Mo
Modified Attack Complexity, MAC [X,L,H] Mo
Environmental Modified Privileges Required, MPR [>,N,L,H] Mo
Modified User Interaction, MUI [*,N.R] Mo
Modified Scope, MS [X,U,C] Mo
Modified Confidentiality, MC [*,N,L,H] Mo
Modified Integrty, Mi [X,N,L,H] Mo
Modified Availability, MA [N, L H] Mo




Distribution of Vulnerabilities

Distribution of all vulnerabilities by CVSS Scores
CVSS Score Number Of Vulnerabilities Percentage

. o1 32 0.50
| 1-2 54 0.80
2-3 223 3.50
3-4 307 4.80
4-5 1368 21.30
5-6 1006 15.70
6-7 1055 16.50
7-8 1141 17.80
8-9 46 0.70
. ®-10 1180 18.40
Total 6412

Weighted Average CVSS Score: 6.8



PCI DSS CVSS Scores

CV55 Score Severity Level Scan Results

Bl =t

&, 0= Higgh

10 Critical



Critical

High




Network % Low Q None — | None

[ ]
Adjacent W High & Low _InL> Required
Local w High

CVSS v3.1

SCOPE CONFIDENTIALITY INTEGRITY AVAILABILITY

el st

o~
Changed || <@ High . High <o+ High
— ] Unchanged|| &> Low .| Low o~ Low
Q None None ? None

SEVERITY-SCORE-VECTOR

Medium 54 CVSS:3.1/AV:A/AC:H/PR:N/UI:R/S:U/C:N/I:L/A:H

CVSS v3.1 Base Score Calculator - Copyright 2019 @ Chandan
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CVSS v3.0 - Base Score Metrics
Exploitability Metrics Scope

Attack Vector (AV) Scope ()

NETWI0) Adjacent (A) Unchanged (U)

Local (L) | Physical (P) .

Attack Complexity (AC) Impact Metrics

Low (L) High (H) Confidentiality Impact (C)
Privileges Required (PR)  High (H) IERCTTONEE ()
YOO | Low(D) || High(H) | | Integrity Impact (| _
User Interaction (Ul) BRI  Low() | BNGREH
Required (R) Availability Impact (A)

oN  Low() | [FNonel;



Top 25 Remediations by Risk with Details April 26, 2018 15:38:32
Top Remediations with Details

Will Remediate

Applying ) 71% ) Affecting
25 Vulnerabilities 9
Top Remediations including: Assets
®  36% o 20%7 ware kit
Remediations Revﬁﬂjgted P A A‘Ifsestzttes d Risk
Upgrade to the latest version of PHP 168 13 0 2 67688
Upgrade to the latest version of Mozilla Firefox 97 0 0 1 44016
Upgrade to the latest version of Mozilla Firefox ESR 60 0 0 1 57665
Upgrade to the latest version of Oracle MySQL 54 3 0 1 11791
Upgrade to the latest version of Google Chrome 21 0 0 1 9423
Upgrade to the latest version of Apache HTTPD 31 3 0 2 7568
Upgrade to the latest version of PostgreSQL 21 0 0 1 5698
Upgrade to Samba 3.0.33 9 8 0 1 5454

Enable authorization for linux single user mode 6 0 0 6 5176



Risk Communication

|

Initiation

Define problem or opportunity and associated risk issue(s)
Identify risk management team

Assign responsibility, authority and resources

Identify potential stakeholders and begin to develop
consultation process

¥

Preliminary
Analysis

Define scope of decision(s)
Identify hazards of risk scenarios
Begin stakeholder analysis
Start the risk information library

End

-« = Back

Next Step and/or Action

|

Risk
Estimation

Define methodology for estimating frequency and
consequences

Estimate frequency of risk scenarios

Estimate conseque nce of risk scenarios

Refine Stakeholder Analysis through dialogue

End

Next Step'and/or Action

Risk
Evaluation

Estimate and integrate benefits and costs
Assess stakeholder acceptance of risk

End

—5

Next Step and/or Action

Back

-~
s}

Risk
Control

Identify feasible risk control options

Evaluate risk control options for effectiveness, costs, risks
Assess stakeholder acceptance of proposed action(s)
Assess stakeholder acceptance of residual risk

End

—

Next Step and/or Action

Back

|

Action/
Monitoring

Develop an implementation plan

Implement control, financing, and communication strategies
Evaluate effectiveness of risk management decision process
Establish monitoring, sunset, termination processes where
applicable

Source: CSA (1997)




Firewall Firewall Address Personal
Access YVulnerable Auailab le Data

I N

ploit Firewall Send M‘W’ Email Create Du:w:rnary
{DZ?J,{E}] (0.23,2.{3}) (1.0,11.{})
Database Net Access
Vulnerable +100

Remote Exploi Pwd Brute Force
(0.45,5,1 1}} (0.21,9,{1})

Access DB
+ 1000



3. Application
Decom position

Id entify Business Objectives
Id entify Security and Compliance Requirements
Business Impact Analysis

Capture the Boundarnes of the Technic al Environment
Capture Infrastructure: | Applicaton | Software Dependencies

Identify Use Cases | Define App. Entry Points & Trust Levels
Identify Actors | Assets | Services | Roles | Data Sources

Drata Flow Diagramming (OFDs) | Trust Bouwndarnes

Probabilistic Attack Scenariocs An alysis
Regression Analy sis on Securnty Events
Threat Intelligence Corrd aticn and Anaktics

Cueries of Existing YWulnerability Reports & |lssues Tracking
Threat to Existing Vulnerability Map ping Using Threat Trees
Design Flaw An alysis Using Use and Abuse Cases

Scorings (CWSSMCWSS]) | Enumerations [(CWEMCWVE)

Attack Surface Analysis
Attack Tree Development | Attack Library Mgt.

Attack to Vulnerability & Exploit Analysis Using Attack Trees

Coualify & Quantify Business Imp act
Countermeasure ld entification and Residual Risk Analysis

ID Risk Mitigation Strategies



Stage Il « Dol teon of
the Techrecal Scope (DOT7S)

StagelV - Threat
Anatyziz (TA)

Stapge V - Weakness
and Yulnerability
Analysts {(WVA)

Stage Vi - Attack
Modeling &
SSmulation [AMNS)
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Expert System CVSS
|

& &

CWE Analysis j ( Product Analysis

o

Cycle Sorting Algorithm A New Application of Expert System

l

COF: CWE Order Factor

‘

CVSS Revise
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(
(
.
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S

Host based

Network based

Information
source

Application Logs

Wireless networks

Sensor Alerts

Analysis
strategy

Anomaly Detection

Misuse DDetection

Time Aspects

Real-time prediction

Off-line prediction

Architecture

Centralized

Distributed & heterogenec

Response

Active response

INAWARARZINN

Passive reaction



