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Anatomy of the Cyber Defense Exercise

Exercises compliance
management

WHITE CELL (IAD)

GRAY CELL

Acts as typical network

FO 1) dmino Cyber Defense Exercise (CDX)
In US
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Participant
specialization:
Security
administrator (SA) or
Penetration tester
(PT)

- implement security SA
configurations
- monitor systems’ SA
activitv
- test / harden the SA
administered system
- security configuration fine SA
tuning / improvement
- incident handling / response SA
- analyze logs and do SA
forensics
- hands-on experience with PT
various attack tools
- perform reconnaissance and PL
| gather information
- perform scanning and BT
enumeration
- gain access PT
- perform DDoS PT
PT
PT
PT

Learning objective

- escalate privileges

- maintain access

- cover tracks and place
backdoors

- write and test new tools SA+PT
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